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Abstract

System and methods for anonymously selecting subjects for treatment against an infectious disease
caused by a pathogen. The system comprises a plurality of electronic devices comprising instructions
to generate an ID and, when in proximity of another such electronic device, one or both electronic
devices transmit/receive the ID to/from the other electronic device. Then, a score is generated based
on a plurality of such received IDs. Additionally, based on information received from a server, relevant
treatment instructions are displayed to the subjects based on the received information and the score.
The server comprises instructions for sending to the plurality of electronic devices the information to
be displayed with the relevant treatment instructions, additionally the server and/or the electronic
devices comprise instructions to generate a prediction of likelihood of a subject transmitting the
pathogen, based on the score of the subject.

https://trea.com/information/methods-and-systems-of-prioritizing-treatments-vaccination-testing-andor-activit/patentgrant/e2dfec3c-d33d-44ac-b... 3/198


https://trea.com/information
https://trea.com/information/methods-and-systems-of-prioritizing-treatments-vaccination-testing-andor-activit/patentgrant/e2dfec3c-d33d-44ac-bdb9-a5cfd91f1193
https://trea.com/information/methods-and-systems-of-prioritizing-treatments-vaccination-testing-andor-activit/industries/e2dfec3c-d33d-44ac-bdb9-a5cfd91f1193
https://trea.com/information/methods-and-systems-of-prioritizing-treatments-vaccination-testing-andor-activit/organizations/e2dfec3c-d33d-44ac-bdb9-a5cfd91f1193
https://trea.com/information/methods-and-systems-of-prioritizing-treatments-vaccination-testing-andor-activit/people/e2dfec3c-d33d-44ac-bdb9-a5cfd91f1193
https://trea.com/information/methods-and-systems-of-prioritizing-treatments-vaccination-testing-andor-activit/patentgranttransactions/e2dfec3c-d33d-44ac-bdb9-a5cfd91f1193
https://trea.com/information/methods-and-systems-of-prioritizing-treatments-vaccination-testing-andor-activit/events/e2dfec3c-d33d-44ac-bdb9-a5cfd91f1193
https://trea.com/information/methods-and-systems-of-prioritizing-treatments-vaccination-testing-andor-activit/impact/e2dfec3c-d33d-44ac-bdb9-a5cfd91f1193

08/12/2021 02:18 Methods and systems of prioritizing treatments, vaccination, testing and/or activities while protecting the privacy of individual...

Description

RELATED APPLICATIONS

This application claims the benefit of priority of Israel Patent Application No. 277083 filed on Sep. 1,
2020, Israel Patent Application No. 276665 filed on Aug. 11, 2020, and Israel Patent Application No.
276648 filed on Aug. 11, 2020. The contents of the above applications are all incorporated by
reference as if fully set forth herein in their entirety.

This application is also related to United Arab Emirates Patent Application No. P6001304/2020 filed
on Sep. 17, 2020, the contents of which are incorporated herein by reference in their entirety.

FIELD AND BACKGROUND OF THE INVENTION

The present invention, in some embodiments thereof, relates to methods and systems of prioritizing
vaccinations\treatments\testing and, more particularly, but not exclusively, to method and systems of
prioritizing vaccinations\treatments\testing in a pandemic situation, whereby vaccines are at short
supply and while protecting the privacy of the individuals in the population.

Coronavirus disease 2019 (COVID-19) is an infectious disease caused by severe acute respiratory
syndrome coronavirus 2 (SARS-CoV-2). It was first identified in December 2019 in Wuhan, Hubei,
China, and has resulted in an ongoing pandemic. The first confirmed case has been traced back to 17
Nov. 2019 in Hubei. As of 6 August 2020, more than 18.7 million cases have been reported across
188 countries and territories, resulting in more than 706,000 deaths. More than 11.3 million people
have recovered. The virus is primarily spread between people during close contact, most often via
small droplets produced by coughing, sneezing, and talking. The droplets usually fall to the ground or
onto surfaces rather than travelling through air over long distances. However, the transmission may
also occur through smaller droplets that are able to stay suspended in the air for longer periods of time
in enclosed spaces, as typical for airborne diseases. Less commonly, people may become infected by
touching a contaminated surface and then touching their face. It is most contagious during the first
three days after the onset of symptoms, although spread is possible before symptoms appear, after
they disappear and from people who show very mild or do not show symptoms at all.

In addition, about 5% of COVID-19 patients experience complications including septic shock, acute
respiratory distress syndrome (ARDS), acute cardiac or kidney injury, and disseminated intravascular
coagulation (DIC). These complications are thought to be manifestations of the cytokine storm
triggered by the host immune response of the virus. In critically ill patients, ARDS was the most
common complication in 67% of the patients with a 28-day mortality of 61.5%. DIC has been widely
reported in COVID-19. Pulmonary embolism (PE) in COVID-19 patients has been reported in a few
studies. A recent study pointed to a higher incidence of PE with 23% in severe COVID-19 patients.
The relationship between virally triggered inflammation, venous thromboembolism, and ARDS in
COVID-19 is still under investigation. Given that patients with severe COVID-19 often present with
shortness of breath and pulmonary infiltrates, the diagnosis of PE may be overlooked in the context of
an ARDS diagnosis.
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A research article by Straetemans et. al. called “Prioritization strategies for pandemic influenza
vaccine in 27 countries of the European Union and the Global Health Security Action Group: a review”
discussed vaccine prioritization strategies during pandemic times, but its conclusions are limited to the
critical groups, for example, health care providers (e.g., doctors, nurses, laboratories, hospitals, etc.),
essential service providers (e.g., police, fire fighters, public sector personnel, governmental personnel,
etc.) and high risk individuals (e.g., people with high risk of complications, pregnant women, children,
etc.). These obvious groups usually amount to less than 2-10% of the total population, which still
leaves the government with the question of what is the best order to vaccinate the rest of the
population, namely prioritizing vaccinations.

SUMMARY OF THE INVENTION

Following is a non-exclusive list including some examples of embodiments of the invention. The
invention also includes embodiments, which include fewer than all the features in an example, and
embodiments using features from multiple examples, also if not expressly listed below.

Example 1. An anonymized method of treating subjects against an infectious disease caused by a
pathogen, comprising:

a. providing an electronic device with proximity tracking circuitry for each of said subjects;

b. generating an ID for each said electronic device;

c. at a proximity event, when a particular said electronic device of a particular said subject is in
proximity of one or more other of said electronic devices, one or both of transmitting said ID or an
indication thereof to said one or more other devices and receiving an ID or indication thereof from said
one or more other devices, by said particular electronic device;

d. generating, by said particular electronic device a score reflecting a propensity for proximity,
according to a plurality of received IDs;

e. generating for said particular electronic device a prioritization of treatment based on said score;

f. treating said particular subject according to said prioritization.

Example 2. The method according to example 1, wherein said generating an ID comprises generating
an ID having fewer than 100,000 potential values.

Example 3. The method according to example 2, wherein said generating an ID comprises generating
a unique ID and also generating said ID as a portion of said unique ID.
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Example 4. The method according to example 1, further comprising changing said ID periodically.

Example 5. The method according to example 1, further comprising generating a second ID and
transmitting said second ID or indication thereof together with said ID.

Example 6. The method according to example 5, wherein said transmitting a second ID is carried out
only at a fraction of said proximity events.

Example 7. The method according to example 6, wherein said transmitting comprises transmitting also
second IDs previously received from others of said electronic devices.

Example 8. The method according to example 6, comprising generating an indication of closeness of
a population met by said electronic device based on said received second IDs.

Example 9. The method according to example 1, wherein said score depends on an estimation of
propensity of proximity of said one or more other devices.

Example 10. The method according to example 1, wherein said generating said score comprises
counting the number of received IDs.

Example 11. The method according to example 10, wherein said counting comprises counting unique
IDs.

Example 12. The method according to example 10, wherein said counting comprises counting IDs
with a weighted parameter, said weighted parameter is generated by analyzing said exchanged
second IDs.

Example 13. The method according to example 1, wherein said generating for said particular device
comprises transmitting said score to a server and generating said prioritization on said server.

Example 14. The method according to example 13, wherein generating said prioritization comprises
comparing scores by different ones of said electronic devices.

Example 15. The method according to example 1, wherein said generating for said particular device
comprises generating said prioritization on said particular electronic device.

Example 16. The method according to example 15, wherein said generation comprises receiving form
a server a list or a function indication prioritization according to score.
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Example 17. The method according to example 1, comprising displaying treatment instructions on said
particular electronic device based on said generated prioritization.

Example 18. The method of example 1, wherein said pathogen comprises a corona virus and wherein
said treatment comprises a vaccination and wherein said prioritization is used to select subjects at
greater risk of transmitting the pathogen during a pandemic to be vaccinated sooner than subjects
less likely to transmit the pathogen.

Example 19. A system for anonymously selecting subjects for treatment against an infectious disease
caused by a pathogen, comprising:

a. a plurality of electronic devices configured to be carried around by said subjects and configured with
instructions to:

. o i. generate an ID comprising for each said electronic device;

o ii. when in proximity of another such electronic device, one or both of transmit said ID or
an indication thereof to said another electronic device and receive an ID or indication
thereof from said another electronic device;

o iii. generating, a score based on a plurality of such received IDs;

o iv. receiving information from a server;

o V. displaying relevant treatment instructions to said subjects based on said received
information;

b. at least one server comprising a memory and a plurality of modules; said memory-comprising
instructions for:

. o vi. sending to said plurality of electronic devices information usable by a circuitry in said
plurality of electronic devices to display said relevant treatment instructions,

wherein said at least one server or said electronic devices comprise instructions to
generate a prediction of likelihood of a subject transmitting said pathogen, based on a
score of the subject.

Example 20. The system according to example 19, wherein said information comprises one or more of
subject specific information.

Example 21. The system according to example 19, wherein said information comprises general
information usable by a plurality of subjects and devices thereof.

Example 22. The system according to example 19, wherein said server is configured with instructions
to receive anonymous scores for a plurality of said electronic devices and use said received scores to
generate said general information, said electronic devices configured to use said general information
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to determine a relative treatment priority for their respective subjects.

Example 23. The system according to example 19, wherein said electronic devices comprises a
proximity-detecting module using one or more of:

a. physical proximity data received by means of electronic positioning data of said subject;

b. a distance indicating sensor which indicates physical proximity of the location of a device in relation
to the location of said another device; and

c. historical location data.

Example 24. The system according to example 19, wherein said at least one server or said electronic
devices comprise instructions to determine a treatment prioritization based on said likelihood.

Example 25. The system according to example 23, wherein said determine a treatment prioritization
further comprises one or more of;

a. generating a score component based on a nature of a location where said physical proximity data is
related;

b. generating a score component comprising health data of the subject of one or both electronic
devices;

. generating a score component comprising a profession of the subject of one or both electronic
devices;

d. generating a score component reflecting relative health risk to said subject if said subject contracts
said pathogen; and

e. generating a score component reflecting damage to society if said subject contracts said pathogen.

Example 26. The system according to example 23, wherein when said physical proximity data is
related to a location that is either indoors or in a closed space, then said predicted likelihood of said
subject of transmitting said pathogen increases by a factor of between about 10 times to about 100
times.

Example 27. The system according to example 19, further comprising a vaccination server, which
allocates vaccinations for a corona virus according to, said displayed treatment information.
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Example 28. The system according to example 27, wherein said server comprises a simulation
module configured to perform one or both of:

(a) predict the effect of vaccination on disease spread;

(b) predict the effect of an ID transmission probability on distinguishing between subjects who contact
mainly subjects in a same subpopulation.

Example 29. The system of example 19, wherein said electronic devices are configured to transmit a
second ID and previously received second IDs, at a probability of less than 10% and using said
received second IDs to generate said score.

Example 30. The system of example 19, wherein said transmitted ID is a non-unique ID having fewer
possible values than 10% of the number of said devices.

According to an aspect of some embodiments of the present invention there is provided a method of
selecting subjects for being vaccinated/treated against an infectious disease caused by a pathogen,
using personal physical proximity information of a subject, comprising:

a. generating, by circuitry, a predicted likelihood of said subject of transmitting said pathogen based on

said physical proximity information, for a plurality of subjects;

b. selecting subjects of said plurality of subjects for vaccinating/treating based on a prediction that said

vaccinating/treating said subjects will reduce a likelihood of spreading of said disease in said plurality
of subjects, wherein said selecting is based on said generated predicted likelihood.

According to some embodiments of the invention, said pathogen is selected from the group consisting
of a virus, a bacterium, a fungus and a protozoan.

According to some embodiments of the invention, said disease is endemic or pandemic.

According to some embodiments of the invention, said predicted likelihood of said subject of
transmitting said pathogen comprises one or more score components used for generating a score.

According to some embodiments of the invention, said score relates to a predicted likelihood of a
group of subjects transmitting said pathogen based on said physical proximity information, and said
physical proximity information is a first score component used for said generating said score.
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According to some embodiments of the invention, said generating said score further comprises a
score component based on a nature of a location where said physical proximity information is related.

According to some embodiments of the invention, said nature of the location is one or more of an

open space, a closed space, indoor, outdoor, ventilated indoor space, non-ventilated indoor space and

any combination thereof.

According to some embodiments of the invention, when said physical proximity information is related

to a location that is either indoors or in a closed space, then said predicted likelihood of said subject of

transmitting said pathogen increases by a factor of between about 10 times to about 100 times.

According to some embodiments of the invention, said physical proximity information is physical
proximity data received by means of electronic positioning data of said subject.

According to some embodiments of the invention, said physical proximity information is physical
proximity data of the location of said subject in relation to the location of other subjects.

According to some embodiments of the invention, said physical proximity data comprises one or more

of physical proximity distance data, duration of physical proximity data and/or ambience of physical
proximity data.

According to some embodiments of the invention, said electronic positioning data is one or more of
electronic geographical positioning data of said subject, electronic proximity positioning data of said
subject relative to other subjects.

According to some embodiments of the invention, said method further comprises generating a
predicted likelihood of said subject contracting said pathogen based on said physical proximity data.

According to some embodiments of the invention, said generating a score further comprises a second
score component based on said predicted likelihood of said subject contracting said pathogen based
on said physical proximity data.

According to some embodiments of the invention, said electronic positioning data is collected using
one or more electronic devices.

According to some embodiments of the invention, said one or more electronic devices are one or
more of a smartphone, a tablet, a smartwatch and a dedicated electronic device.

According to some embodiments of the invention, the method further comprising vaccinating/treating
said subjects according to said score.
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According to some embodiments of the invention, said generating a score further comprises a third
score component reflecting relative health risk to said subject if said subject contracts said pathogen.

According to some embodiments of the invention, said generating a score further comprises a fourth
score component reflecting damage to society if said subject contracts said pathogen.

According to some embodiments of the invention, said electronic positioning data comprises
geographical location data.

According to some embodiments of the invention, said physical proximity information comprises
historical location data.

According to some embodiments of the invention, said generating said score further comprises a
component comprising historical health data.

According to some embodiments of the invention, said generating said score further comprises a
component comprising a profession in record of said subject.

According to some embodiments of the invention, said physical proximity information further
comprises information received from a third party.

According to some embodiments of the invention, said physical proximity information is provided by
said subject actively.

According to some embodiments of the invention, said physical proximity information is provided by
said subject passively by means of said one or more electronic devices.

According to some embodiments of the invention, said pathogen is a virus.

According to some embodiments of the invention, said virus is a corona virus.

According to some embodiments of the invention, said virus is SARS-CoV.

According to some embodiments of the invention, said virus is MERS-CoV.

According to some embodiments of the invention, said virus is SARS-CoV-2.

According to some embodiments of the invention, said virus is an influenza virus.
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According to some embodiments of the invention, said disease results in influenza like symptoms.

According to an aspect of some embodiments of the present invention there is provided a method of
selecting subjects for being vaccinated/treated against an infectious disease caused by a pathogen,
comprising:

a. automatically collecting physical proximity information of a subject with other subjects;

b. generating a predicted likelihood of said subject of transmitting said virus based on said physical
proximity information;

c. generating a score comprising a first score component based on said predicted likelihood of said
subject of transmitting said virus;

d. repeating steps b-c for a plurality of subjects; and

e. prioritizing vaccination/treatment of said subjects according to said score.

According to some embodiments of the invention, said pathogen is selected from the group consisting
of a virus, a bacterium, a fungus and a protozoan.

According to some embodiments of the invention, said disease is endemic or pandemic.

According to some embodiments of the invention, said generating said score further comprises a
score component based on a nature of a location where said physical proximity information is related.

According to some embodiments of the invention, said nature of the location is one or more of an
open space, a closed space, indoor, outdoor, ventilated indoor space, non-ventilated indoor space and
any combination thereof.

According to some embodiments of the invention, when said physical proximity information is related
to a location that is either indoors or in a closed space, then said predicted likelihood of said subject of
transmitting said pathogen increases by a factor of between about 10 times to about 100 times.

According to some embodiments of the invention, said physical proximity information is physical
proximity data received by means of electronic positioning data of said subject.
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According to some embodiments of the invention, said physical proximity information is physical
proximity data of the location of said subject in relation to the location of other subjects.

According to some embodiments of the invention, said physical proximity data comprises one or more

of physical proximity distance data, duration of physical proximity data and/or ambience of physical
proximity data.

According to some embodiments of the invention, said electronic positioning data is one or more of
electronic geographical positioning data of said subject, electronic proximity positioning data of said
subject relative to other subjects.

According to some embodiments of the invention, said method further comprises generating a
predicted likelihood of said subject contracting said pathogen based on said physical proximity data.

According to some embodiments of the invention, said generating a score further comprises a second
score component based on said predicted likelihood of said subject contracting said pathogen based
on said physical proximity data.

According to some embodiments of the invention, said electronic positioning data is collected using
one or more electronic devices.

According to some embodiments of the invention, said one or more electronic devices are one or
more of a smartphone, a tablet, a smartwatch and a dedicated electronic device.

According to some embodiments of the invention, the method further comprising vaccinating/treating
said subjects according to said score.

According to some embodiments of the invention, said generating a score further comprises a third
score component reflecting relative health risk to said subject if said subject contracts said pathogen.

According to some embodiments of the invention, said generating a score further comprises a fourth
score component reflecting damage to society if said subject contracts said pathogen.

According to some embodiments of the invention, said electronic positioning data comprises
geographical location data.

According to some embodiments of the invention, said physical proximity information comprises
historical location data.
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According to some embodiments of the invention, said generating said score further comprises a
component comprising historical health data.

According to some embodiments of the invention, said generating said score further comprises a
component comprising a profession in record of said subject.

According to some embodiments of the invention, said physical proximity information further
comprises information received from a third party.

According to some embodiments of the invention, said physical proximity information is provided by
said subject actively.

According to some embodiments of the invention, said physical proximity information is provided by
said subject passively by means of said one or more electronic devices.

According to some embodiments of the invention, said pathogen is a virus.

According to some embodiments of the invention, said virus is a corona virus.

According to some embodiments of the invention, said virus is SARS-CoV.

According to some embodiments of the invention, said virus is MERS-CoV.

According to some embodiments of the invention, said virus is SARS-CoV-2.

According to some embodiments of the invention, said virus is an influenza virus.

According to some embodiments of the invention, said disease results in influenza like symptoms.

According to an aspect of some embodiments of the present invention there is provided a system for
selecting subjects for being vaccinated/treated against an infectious disease caused by a pathogen,
comprising:

a. at least one server comprising a memory;

b. an analytics module;

c. a database module;
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d. a simulation module;

said memory in said at least one server comprising instructions, said instructions comprising:

o i. generating, by circuitry, a predicted likelihood of said subject of transmitting said
pathogen based on said physical proximity information, for a plurality of subjects;

o ii. selecting subjects of said plurality of subjects for vaccinating/treating based on a
prediction that said vaccinating/treating said subjects will reduce a likelihood of spreading
of said disease in said plurality of subjects, wherein said selecting is based on said
generated predicted likelihood.

According to some embodiments of the invention, said pathogen is selected from the group consisting
of a virus, a bacterium, a fungus and a protozoan.

According to some embodiments of the invention, said disease is endemic or pandemic.

According to some embodiments of the invention, said predicted likelihood of said subject of
transmitting said pathogen comprises one or more score components used for generating a score.

According to some embodiments of the invention, said score relates to a predicted likelihood of a
group of subjects transmitting said pathogen based on said physical proximity information, and said
physical proximity information is a first score component used for said generating said score.

According to some embodiments of the invention, said generating said score further comprises a
score component based on a nature of a location where said physical proximity information is related.

According to some embodiments of the invention, said nature of the location is one or more of an
open space, a closed space, indoor, outdoor, ventilated indoor space, non-ventilated indoor space and
any combination thereof.
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According to some embodiments of the invention, when said physical proximity information is related

to a location that is either indoors or in a closed space, then said predicted likelihood of said subject of

transmitting said pathogen increases by a factor of between about 10 times to about 100 times.

According to some embodiments of the invention, said physical proximity information is physical
proximity data received by means of electronic positioning data of said subject.

According to some embodiments of the invention, said physical proximity information is physical
proximity data of the location of said subject in relation to the location of other subjects.

According to some embodiments of the invention, said physical proximity data comprises one or more

of physical proximity distance data, duration of physical proximity data and/or ambience of physical
proximity data.

According to some embodiments of the invention, said electronic positioning data is one or more of
electronic geographical positioning data of said subject, electronic proximity positioning data of said
subject relative to other subjects.

According to some embodiments of the invention, said method further comprises generating a
predicted likelihood of said subject contracting said pathogen based on said physical proximity data.

According to some embodiments of the invention, said generating a score further comprises a second
score component based on said predicted likelihood of said subject contracting said pathogen based
on said physical proximity data.

According to some embodiments of the invention, said electronic positioning data is collected using
one or more electronic devices.

According to some embodiments of the invention, said one or more electronic devices are one or
more of a smartphone, a tablet, a smartwatch and a dedicated electronic device.

According to some embodiments of the invention, the system further comprising vaccinating/treating
said subjects according to said score.

According to some embodiments of the invention, said generating a score further comprises a third
score component reflecting relative health risk to said subject if said subject contracts said pathogen.

According to some embodiments of the invention, said generating a score further comprises a fourth
score component reflecting damage to society if said subject contracts said pathogen.
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According to some embodiments of the invention, said electronic positioning data comprises
geographical location data.

According to some embodiments of the invention, said physical proximity information comprises
historical location data.

According to some embodiments of the invention, said generating said score further comprises a
component comprising historical health data.

According to some embodiments of the invention, said generating said score further comprises a
component comprising a profession in record of said subject.

According to some embodiments of the invention, said physical proximity information further
comprises information received from a third party.

According to some embodiments of the invention, said physical proximity information is provided by
said subject actively.

According to some embodiments of the invention, said physical proximity information is provided by
said subject passively by means of said one or more electronic devices.

According to some embodiments of the invention, said simulation module further comprises a
prediction module.

According to some embodiments of the invention, said pathogen is a virus.

According to some embodiments of the invention, said virus is a corona virus.

According to some embodiments of the invention, said virus is SARS-CoV.

According to some embodiments of the invention, said virus is MERS-CoV.

According to some embodiments of the invention, said virus is SARS-CoV-2.

According to some embodiments of the invention, said virus is an influenza virus.

According to some embodiments of the invention, said disease results in influenza like symptoms.
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Following is a second non-exclusive list including some examples of embodiments of the invention.
The invention also includes embodiments, which include fewer than all the features in an example,
and embodiments using features from multiple examples, also if not expressly listed below.

Example 1. A method of selecting subjects for being vaccinated against an infectious disease caused
by a pathogen, using personal physical proximity information of a subject, comprising:

a. generating, by circuitry, a predicted likelihood of said subject of transmitting said pathogen based on

said physical proximity information, for a plurality of subjects;

b. selecting subjects of said plurality of subjects for vaccinating based on a prediction that said
vaccinating said subjects will reduce a likelihood of spreading of said disease in said plurality of
subjects, wherein said selecting is based on said generated predicted likelihood.

Example 2. The method according to example 1, wherein said pathogen is selected from the group
consisting of a virus, a bacterium, a fungus and a protozoan.

Example 3. The method according to according to any one of examples 1-2, wherein said disease is
endemic or pandemic.

Example 4. The method according to any one of examples 1-3, wherein said predicted likelihood of
said subject of transmitting said pathogen comprises one or more score components used for
generating a score.

Example 5. The method according to example 4, wherein said score relates to a predicted likelihood
of a group of subjects transmitting said pathogen based on said physical proximity information, and
said physical proximity information is a first score component used for said generating said score.

Example 6. The method according to any one of examples 4-5, wherein said generating said score
further comprises a score component based on a nature of a location where said physical proximity
information is related.

Example 7. The method of example 6, wherein said nature of the location is one or more of an open
space, a closed space, indoor, outdoor, ventilated indoor space, non-ventilated indoor space and any
combination thereof.

Example 8. The method according to any one of examples 1-7, wherein when said physical proximity
information is related to a location that is either indoors or in a closed space, then said predicted
likelihood of said subject of transmitting said pathogen increases by a factor of between about 10
times to about 100 times.
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Example 9. The method according to any one of examples 1-8, wherein said physical proximity
information is physical proximity data received by means of electronic positioning data of said subject.

Example 10. The method according to any one of examples 1-9, wherein said physical proximity
information is physical proximity data of the location of said subject in relation to the location of other
subjects.

Example 11. The method according to any one of examples 9-10, wherein said physical proximity data

comprises one or more of physical proximity distance data, duration of physical proximity data and/or
ambience of physical proximity data.

Example 12. The method according to any one of examples 9-11, wherein said electronic positioning
data is one or more of electronic geographical positioning data of said subject, electronic proximity
positioning data of said subject relative to other subjects.

Example 13. The method according to any one of examples 1-12, wherein said method further
comprises generating a predicted likelihood of said subject contracting said pathogen based on said
physical proximity data.

Example 14. The method according to any one of examples 4-13, wherein said generating a score
further comprises a second score component based on said predicted likelihood of said subject
contracting said pathogen based on said physical proximity data.

Example 15. The method according to any one of examples 9-14, wherein said electronic positioning
data is collected using one or more electronic devices.

Example 16. The method of example 15, wherein said one or more electronic devices are one or more

of a smartphone, a tablet, a smartwatch and a dedicated electronic device.

Example 17. The method according to any one of examples 4-16, further comprising vaccinating said
subjects according to said score.

Example 18. The method according to any one of examples 4-17, wherein said generating a score
further comprises a third score component reflecting relative health risk to said subject if said subject
contracts said pathogen.

Example 19. The method according to any one of examples 4-18, wherein said generating a score
further comprises a fourth score component reflecting damage to society if said subject contracts said
pathogen.
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Example 20. The method according to any one of examples 9-19, wherein said electronic positioning
data comprises geographical location data.

Example 21. The method according to any one of examples 1-20, wherein said physical proximity
information comprises historical location data.

Example 22. The method according to any one of examples 4-21, wherein said generating said score
further comprises a component comprising historical health data.

Example 23. The method according to any one of examples 4-22, wherein said generating said score
further comprises a component comprising a profession in record of said subject.

Example 24. The method according to any one of examples 1-23, wherein said physical proximity
information further comprises information received from a third party.

Example 25. The method according to any one of examples 1-24, wherein said physical proximity
information is provided by said subject actively.

Example 26. The method according to any one of examples 1-25, wherein said physical proximity
information is provided by said subject passively by means of said one or more electronic devices.

Example 27. The method according to any one of examples 1-26, wherein said pathogen is a virus.

Example 28. The method according to any one of examples 1-27, wherein said virus is a corona virus.

Example 29. The method according to any one of examples 1-28, wherein said virus is SARS-CoV.

Example 30. The method according to any one of examples 1-28, wherein said virus is MERS-CoV.

Example 31. The method according to any one of examples 1-28, wherein said virus is SARS-CoV-2.

Example 32. The method according to any one of examples 1-27, wherein said virus is an influenza
virus.

Example 33. The method according to any one of examples 1-32, wherein said disease results in
influenza like symptoms.
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Example 34. A method of selecting subjects for being vaccinated against an infectious disease caused

by a pathogen, comprising:

a. automatically collecting physical proximity information of a subject with other subjects;

b. generating a predicted likelihood of said subject of transmitting said virus based on said physical
proximity information;

c. generating a score comprising a first score component based on said predicted likelihood of said
subject of transmitting said virus;

d. repeating steps b-c for a plurality of subjects; and

e. prioritizing vaccination of said subjects according to said score.

Example 35. The method according to example 34, wherein said pathogen is selected from the group
consisting of a virus, a bacterium, a fungus and a protozoan.

Example 36. The method according to any one of examples 34-35, wherein said disease is endemic
or pandemic.

Example 37. The method according to any one of examples 34-36, wherein said generating said score

further comprises a score component based on a nature of a location where said physical proximity
information is related.

Example 38. The method according to any one of examples 34-37, wherein said nature of the location

is one or more of an open space, a closed space, indoor, outdoor, ventilated indoor space, non-
ventilated indoor space and any combination thereof.

Example 39. The method according to any one of examples 34-38, wherein when said physical
proximity information is related to a location that is either indoors or in a closed space, then said
predicted likelihood of said subject of transmitting said pathogen increases by a factor of between

about 10 times to about 100 times. Example 40. The method according to any one of examples 34-39,

wherein said physical proximity information is physical proximity data received by means of electronic
positioning data of said subject.

Example 41. The method according to any one of examples 34-40, wherein said physical proximity
information is physical proximity data of the location of said subject in relation to the location of other
subjects.
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Example 42. The method according to any one of examples 38-41, wherein said physical proximity
data comprises one or more of physical proximity distance data, duration of physical proximity data
and/or ambience of physical proximity data.

Example 43. The method according to any one of examples 38-42, wherein said electronic positioning
data is one or more of electronic geographical positioning data of said subject, electronic proximity
positioning data of said subject relative to other subjects.

Example 44. The method according to any one of examples 38-43, wherein said method further
comprises generating a predicted likelihood of said subject contracting said pathogen based on said
physical proximity data.

Example 45. The method according to any one of examples 34-44, wherein said generating a score
further comprises a second score component based on said predicted likelihood of said subject
contracting said pathogen based on said physical proximity data.

Example 46. The method according to any one of examples 38-45, wherein said electronic positioning
data is collected using one or more electronic devices. Example 47. The method according to example
46, wherein said one or more electronic devices are one or more of a smartphone, a tablet, a
smartwatch and a dedicated electronic device.

Example 48. The method according to any one of examples 34-47, further comprising vaccinating said
subjects according to said score.

Example 49. The method according to any one of examples 34-48, wherein said generating a score
further comprises a third score component reflecting relative health risk to said subject if said subject
contracts said pathogen.

Example 50. The method according to any one of examples 34-49, wherein said generating a score
further comprises a fourth score component reflecting damage to society if said subject contracts said
pathogen.

Example 51. The method according to any one of examples 38-50, wherein said electronic positioning
data comprises geographical location data.

Example 52. The method according to any one of examples 34-51, wherein said physical proximity
information comprises historical location data.

Example 53. The method according to any one of examples 34-52, wherein said generating said score
further comprises a component comprising historical health data.
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Example 54. The method according to any one of examples 34-53, wherein said generating said score

further comprises a component comprising a profession in record of said subject.

Example 55. The method according to any one of examples 34-54, wherein said physical proximity
information further comprises information received from a third party.

Example 56. The method according to any one of examples 34-55, wherein said physical proximity
information is provided by said subject actively.

Example 57. The method according to any one of examples 34-56, wherein said physical proximity
information is provided by said subject passively by means of said one or more electronic devices.

Example 58. The method according to any one of examples 34-57, wherein said pathogen is a virus.

Example 59. The method according to any one of examples 34-58, wherein said virus is a corona
virus.

Example 60. The method according to any one of examples 34-58, wherein said virus is SARS-CoV.

Example 61. The method according to any one of examples 34-58, wherein said virus is MERS-CoV.

Example 62. The method according to any one of examples 34-58, wherein said virus is SARS-CoV-2.

Example 63. The method according to any one of examples 1-57, wherein said virus is an influenza
virus.

Example 64. The method according to any one of examples 1-63, wherein said disease results in
influenza like symptoms.

Example 65. A system for selecting subjects for being vaccinated against an infectious disease
caused by a pathogen, comprising:

a. at least one server comprising a memory;

b. an analytics module;

c. a database module;
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d. a simulation module;

said memory in said at least one server comprising instructions, said instructions comprising:

i. generating, by circuitry, a predicted likelihood of said subject of transmitting said pathogen based on
said physical proximity information, for a plurality of subjects;

ii. selecting subjects of said plurality of subjects for vaccinating based on a prediction that said
vaccinating said subjects will reduce a likelihood of spreading of said disease in said plurality of
subjects, wherein said selecting is based on said generated predicted likelihood.

Example 66. The system according to example 65, wherein said pathogen is selected from the group
consisting of a virus, a bacterium, a fungus and a protozoan.

Example 67. The system according to any one of examples 65-66, wherein said disease is endemic or

pandemic.

Example 68. The system according to any one of examples 65-67, wherein said predicted likelihood of

said subject of transmitting said pathogen comprises one or more score components used for
generating a score.

Example 69. The system according to example 68, wherein said score relates to a predicted likelihood
of a group of subjects transmitting said pathogen based on said physical proximity information, and
said physical proximity information is a first score component used for said generating said score.

Example 70. The system according to any one of examples 64-69, wherein said generating said score
further comprises a score component based on a nature of a location where said physical proximity
information is related.

Example 71. The system of example 70, wherein said nature of the location is one or more of an open
space, a closed space, indoor, outdoor, ventilated indoor space, non-ventilated indoor space and any
combination thereof.

Example 72. The system according to any one of examples 65-71, wherein when said physical
proximity information is related to a location that is either indoors or in a closed space, then said
predicted likelihood of said subject of transmitting said pathogen increases by a factor of between
about 10 times to about 100 times.
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Example 73. The system according to any one of examples 65-72, wherein said physical proximity
information is physical proximity data received by means of electronic positioning data of said subject.

Example 74. The system according to any one of examples 65-73, wherein said physical proximity
information is physical proximity data of the location of said subject in relation to the location of other
subjects.

Example 75. The system according to any one of examples 69-74, wherein said physical proximity
data comprises one or more of physical proximity distance data, duration of physical proximity data
and/or ambience of physical proximity data.

Example 76. The system according to any one of examples 69-75, wherein said electronic positioning
data is one or more of electronic geographical positioning data of said subject, electronic proximity
positioning data of said subject relative to other subjects.

Example 77. The system according to any one of examples 65-76, wherein said method further
comprises generating a predicted likelihood of said subject contracting said pathogen based on said
physical proximity data.

Example 78. The system according to any one of examples 64-77, wherein said generating a score
further comprises a second score component based on said predicted likelihood of said subject
contracting said pathogen based on said physical proximity data.

Example 79. The system according to any one of examples 69-78, wherein said electronic positioning
data is collected using one or more electronic devices.

Example 80. The system according to example 79, wherein said one or more electronic devices are
one or more of a smartphone, a tablet, a smartwatch and a dedicated electronic device.

Example 81. The system according to any one of examples 64-80, further comprising vaccinating said

subjects according to said score.

Example 82. The system according to any one of examples 64-81, wherein said generating a score
further comprises a third score component reflecting relative health risk to said subject if said subject
contracts said pathogen.

Example 83. The system according to any one of examples 64-82, wherein said generating a score
further comprises a fourth score component reflecting damage to society if said subject contracts said
pathogen.
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Example 84. The system according to any one of examples 69-83, wherein said electronic positioning
data comprises geographical location data.

Example 85. The system according to any one of examples 65-84, wherein said physical proximity
information comprises historical location data.

Example 86. The system according to any one of examples 64-85, wherein said generating said score

further comprises a component comprising historical health data.

Example 87. The system according to any one of examples 64-86, wherein said generating said score

further comprises a component comprising a profession in record of said subject.

Example 88. The system according to any one of examples 65-87, wherein said physical proximity
information further comprises information received from a third party.

Example 89. The system according to any one of examples 65-88, wherein said physical proximity
information is provided by said subject actively.

Example 90. The system according to any one of examples 65-89, wherein said physical proximity
information is provided by said subject passively by means of said one or more electronic devices.

Example 91. The system according to any one of examples 65-90, wherein said simulation module
further comprises a prediction module.

Example 92. The system according to any one of examples 65-91, wherein said pathogen is a virus.

Example 93. The system according to any one of examples 65-92, wherein said virus is a corona
virus.

Example 94. The system according to any one of examples 65-92, wherein said virus is SARS-CoV.

Example 95. The system according to any one of examples 65-92, wherein said virus is MERS-CoV.

Example 96. The system according to any one of examples 65-91, wherein said virus is SARS-CoV-2.

Example 97. The system according to any one of examples 65-91, wherein said virus is an influenza
virus.
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Example 98. The system according to any one of examples 65-92 wherein said disease results in
influenza like symptoms.

Unless otherwise defined, all technical and/or scientific terms used herein have the same meaning as
commonly understood by one of ordinary skill in the art to which the invention pertains. Although
methods and materials similar or equivalent to those described herein can be used in the practice or
testing of embodiments of the invention, exemplary methods and/or materials are described below. In
case of conflict, the patent specification, including definitions, will control. In addition, the materials,
methods, and examples are illustrative only and are not intended to be necessarily limiting.

As will be appreciated by one skilled in the art, some embodiments of the present invention may be
embodied as a system, method or computer program product. Accordingly, some embodiments of the
present invention may take the form of an entirely hardware embodiment, an entirely software
embodiment (including firmware, resident software, micro-code, etc.) or an embodiment combining

software and hardware aspects that may all generally be referred to herein as a “circuit,” “module” or
“system.” Furthermore, some embodiments of the present invention may take the form of a computer
program product embodied in one or more computer readable medium(s) having computer readable
program code embodied thereon. Implementation of the method and/or system of some embodiments
of the invention can involve performing and/or completing selected tasks manually, automatically, or a
combination thereof. Moreover, according to actual instrumentation and equipment of some
embodiments of the method and/or system of the invention, several selected tasks could be
implemented by hardware, by software or by firmware and/or by a combination thereof, e.g., using an

operating system.

For example, hardware for performing selected tasks according to some embodiments of the invention

could be implemented as a chip or a circuit. As software, selected tasks according to some
embodiments of the invention could be implemented as a plurality of software instructions being
executed by a computer using any suitable operating system. In an exemplary embodiment of the
invention, one or more tasks according to some exemplary embodiments of method and/or system as
described herein are performed by a data processor, such as a computing platform for executing a
plurality of instructions. Optionally, the data processor includes a volatile memory for storing
instructions and/or data and/or a non-volatile storage, for example, a magnetic hard-disk and/or
removable media, for storing instructions and/or data. Optionally, a network connection is provided as
well. A display and/or a user input device such as a keyboard or mouse are optionally provided as
well.

Any combination of one or more computer readable medium(s) may be utilized for some embodiments

of the invention. The computer readable medium may be a computer readable signal medium or a
computer readable storage medium. A computer readable storage medium may be, for example, but
not limited to, an electronic, magnetic, optical, electromagnetic, infrared, or semiconductor system,
apparatus, or device, or any suitable combination of the foregoing. More specific examples (a non-
exhaustive list) of the computer readable storage medium would include the following: an electrical
connection having one or more wires, a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable programmable read-only memory (EPROM
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or Flash memory), an optical fiber, a portable compact disc read-only memory (CD-ROM), an optical

storage device, a magnetic storage device, or any suitable combination of the foregoing. In the context
of this document, a computer readable storage medium may be any tangible medium that can contain,

or store a program for use by or in connection with an instruction execution system, apparatus, or
device.

A computer readable signal medium may include a propagated data signal with computer readable
program code embodied therein, for example, in baseband or as part of a carrier wave. Such a
propagated signal may take any of a variety of forms, including, but not limited to, electro-magnetic,
optical, or any suitable combination thereof. A computer readable signal medium may be any
computer readable medium that is not a computer readable storage medium and that can
communicate, propagate, or transport a program for use by or in connection with an instruction
execution system, apparatus, or device.

Program code embodied on a computer readable medium and/or data used thereby may be
transmitted using any appropriate medium, including but not limited to wireless, wireline, optical fiber
cable, RF, etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for some embodiments of the present invention
may be written in any combination of one or more programming languages, including an object
oriented programming language such as Java, Smalltalk, C++ or the like and conventional procedural
programming languages, such as the “C” programming language or similar programming languages.
The program code may execute entirely on the user's computer, partly on the user's computer, as a
stand-alone software package, partly on the user's computer and partly on a remote computer or
entirely on the remote computer or server. In the latter scenario, the remote computer may be

connected to the user's computer through any type of network, including a local area network (LAN) or

a wide area network (WAN), or the connection may be made to an external computer (for example,
through the Internet using an Internet Service Provider).

Some embodiments of the present invention may be described below with reference to flowchart
illustrations and/or block diagrams of methods, apparatus (systems) and computer program products
according to embodiments of the invention. It will be understood that each block of the flowchart
illustrations and/or block diagrams, and combinations of blocks in the flowchart illustrations and/or
block diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine, such that the
instructions, which execute via the processor of the computer or other programmable data processing
apparatus, create means for implementing the functions/acts specified in the flowchart and/or block
diagram block or blocks.

These computer program instructions may also be stored in a computer readable medium that can
direct a computer, other programmable data processing apparatus, or other devices to function in a
particular manner, such that the instructions stored in the computer readable medium produce an

https://trea.com/information/methods-and-systems-of-prioritizing-treatments-vaccination-testing-andor-activit/patentgrant/e2dfec3c-d33d-44ac-. ..

28/198



08/12/2021 02:18

https://trea.com/information/methods-and-systems-of-prioritizing-treatments-vaccination-testing-andor-activit/patentgrant/e2dfec3c-d33d-44ac-. ..

Methods and systems of prioritizing treatments, vaccination, testing and/or activities while protecting the privacy of individual...

article of manufacture including instructions which implement the function/act specified in the flowchart
and/or block diagram block or blocks.

The computer program instructions may also be loaded onto a computer, other programmable data
processing apparatus, or other devices to cause a series of operational steps to be performed on the
computer, other programmable apparatus or other devices to produce a computer implemented
process such that the instructions which execute on the computer or other programmable apparatus
provide processes for implementing the functions/acts specified in the flowchart and/or block diagram
block or blocks.

Some of the methods described herein are generally designed only for use by a computer, and may
not be feasible or practical for performing purely manually, by a human expert. A human expert who
wanted to manually perform similar tasks might be expected to use completely different methods, e.g.,
making use of expert knowledge and/or the pattern recognition capabilities of the human brain, which
would be vastly more efficient than manually going through the steps of the methods described herein.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

Some embodiments of the invention are herein described, by way of example only, with reference to
the accompanying drawings. With specific reference now to the drawings in detail, it is stressed that
the particulars shown are by way of example and for purposes of illustrative discussion of
embodiments of the invention. In this regard, the description taken with the drawings makes apparent
to those skilled in the art how embodiments of the invention may be practiced.

In the drawings:

FIG. 1 is a schematic illustration of an exemplary definition of a superspreader, according to some
embodiments of the invention;

FIG. 2 is a flowchart of an exemplary embodiment of the invention, according to some embodiments of
the invention;

FIG. 3 is a schematic flowchart of a method of calculating a weighted score, according to some
embodiments of the invention;
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FIG. 4 is a schematic representation of an exemplary spreading network, according to some
embodiments of the invention;

FIGS. 5a-f are flowcharts of exemplary methods for identifying superspreaders with high levels of
anonymization, according to some embodiments of the invention;

FIG. 6 is a flowchart of a method of generating a score, according to some embodiments of the
invention; and

FIG. 7 is a schematic representation of an exemplary system, according to some embodiments of the
invention.

DESCRIPTION OF SPECIFIC EMBODIMENTS OF THE INVENTION

The present invention, in some embodiments thereof, relates to methods and systems of prioritizing
vaccination/treatment and, more particularly, but not exclusively, to methods and systems of
prioritizing vaccination/treatment in a pandemic situation.

Overview

A broad aspect of some embodiments of the invention relates to reduce a pandemic by reducing a k
value of infection in addition to and/or at the expense of reducing an RO value thereof. In some
embodiments of the invention, this is achieved by identifying and vaccinating (or otherwise preventing
infection by) persons who are potential super spreaders (e.g., people who, on the average, are
expected to infect more than the average, for example, 1, 2, 3 or more or intermediate values of
standard deviations from such average. This may result in effective lowering of RO and/or of effective
herd immunity. Optionally, people are not measured by actual spreading, but rather by characteristics
and/or behavior, which is expected to lead to greater spreading than others. Optionally, such
considerations also may be applied to below average in expected spreading, however, such people
usually have a smaller overall effect on disease spread.

A broad aspect of some embodiments of the invention relates to using a prediction of individual
behavior to decide on vaccination priority for that individual. In some embodiments of the invention,
such prediction is based on past behavior of the individual. In some embodiments of the invention, an
individual is given a score used for prioritization. In some embodiments of the invention, actual

https://trea.com/information/methods-and-systems-of-prioritizing-treatments-vaccination-testing-andor-activit/patentgrant/e2dfec3c-d33d-44ac-. ..

30/198



08/12/2021 02:18 Methods and systems of prioritizing treatments, vaccination, testing and/or activities while protecting the privacy of individual...

prioritization may be based on a determination of the expected effect of such vaccination on spread of
disease. Optionally, this determination is using a simulation of population disease spread. In some
embodiments of the invention, however, people are evaluated as individuals.

A broad aspect of some embodiments of the invention relates to soft-fail of vaccination prioritization,
which avoids problems caused by imprecise automated tracking methods. In some embodiments of
the invention, the use of imperfect information, which, on the one hand does not seriously damage the
quality of scoring and, on the other hand, can be used to significantly increase privacy and/or ease of
score collection is provided. It is noted that a mistake, for example, of 4%, 8%, 15% or intermediate
percentages in score of an individual or missing a potential super spreader will not have a significantly
(e.g., a factor of 2 or more) greater effect on a person (e.g., will not send such person into quarantine)
and/or the total efficacy of a vaccination process. Also, even after such an effect, it is expected that
the overall result is better than naive or general classification-based vaccination prioritization. In some
embodiments of the invention, counting of contacts is allowed to be less precise. In some
embodiments of the invention, identification of the quality of the contacts (e.g., indoor/outdoor,
coughing behavior, actual proximity and/or existence of protective factors) is allowed to be reduced
and optionally carried out using less precise sensing means as provided, for example, by cellphones.
Optionally or additionally, the identification of unique contacts is allowed to be less precise.

An aspect of some embodiments of the invention relates to prioritizing vaccinations and/or
prophylactic treatments in a pandemic event by identifying potential superspreaders. In some
embodiments, potential superspreaders are identified from a population before critical groups have
been excluded. In some embodiments, potential superspreaders are identified from a population after

critical groups have been excluded. In some embodiments, critical groups are for example, health care

providers, essential service provides and high-risk individuals. In some embodiments, potential
superspreaders are identified according to one or more of: their usual and/or expected level of activity,
their usual and/or expected type of activity, their usual and/or expected health state, their belonging to
a closed or open circle of connections, the kind of individuals a certain subject usually meets, the kind
of individuals a certain subject has met and their actual sensed behavior. In some embodiments, the
entire population (with or without the critical groups), or a part of the population, such as a critical
group or other group, are subjected to an analysis which provides each individual with a

“superspreader score” (referred hereinafter just as “score”) which reflects a likelihood of such a person

acting as a superspreader and/or general expected ability of that person to spread the disease. In
some embodiments, potential superspreaders are identified according to a score in relation to other
scores from the rest of the population. In some embodiments, potential superspreaders are identified
according to a score in relation to a predetermined score generated by the system. In some
embodiments, identified potential superspreaders having the highest score are vaccinated (or
provided with prophylactic treatments) first. It should be appertained that the score may also be
weighted with other information, such as criticality for infrastructure, social standing and/or risk form
the disease or perceived risk to high-value members of society.

An aspect of some embodiments of the invention relates to prioritizing vaccinations and/or
prophylactic treatments in a pandemic event according to a potential level of danger to the society. In
some embodiments, the invention relates identification of individuals that, in case they were in a
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phase of infecting others with an infectious disease/virus/pathogen, it would potentially put everyone
else in danger. For example, in the case where a subject is in potential contact with other people and
those other people potentially meet a high number of individuals. For example, a subject that interacts
face to face with health provider personnel, but does not belong to the health provides network. If that
subject becomes infected, he/she can potentially infect a high number of health provider personnel,
which will then, potentially, spread the infectious disease/virus/pathogen to a larger population.

An aspect of some embodiments of the invention relates to protecting the privacy of individuals in a
population when their information is used for prioritizing vaccinations and/or prophylactic treatments in
a pandemic event, optionally also according to a potential level of danger to the society. In some
embodiments, actual names of individuals are encrypted and/or anonymized in the system. In some
embodiments, only a device of an individual comprises the capabilities to translate between the actual
name of the individual and the encrypted/anonymized user name. In some embodiments, the servers
of the system comprise high levels of protection and/or encryption for the information stored therein. In
some embodiments of the invention, even the device of the user stores a minimum of identifiable
information, such as a score, but does not stores actual identities of persons met.

In some embodiments of the invention, private information about a person's activity and/or persons
they came in contact with and/or geolocations are maintained on that person's mobile device and used
to determine a priority for that person (e.g., by assessing the number of contacts and overall risk of
spreading disease due to typical behavior of that person). Optionally, the mobile device is used to
broadcast, optionally in an anonymous manner, the score, so that, it may be determined, for example,
by a central computer, the distribution of scores across the population. It should be noted that the
actual identification of the device and/or user is not needed, just the number of persons with each
score, so this can be taken into account together with number and/or availability of vaccine doses, to
plan a best dosing schedule. Optionally, the mobile device will receive a predetermined scale of
scores from the system, which will be then used by the mobile device to translate the score in view of
the scale of scores and communicate the user to get treatment and, optionally, the when and where.

In some embodiments of the invention, once calculated, such dosing schedule is broadcasted and
each device can apply its score to the schedule to determine a priority, which is given to the device
owner. Optionally, when arriving for a scheduled vaccination, the device owner is required to show that
code and, optionally, proof that the telephone belongs to them.

In one example, the local device calculates a score based on a user's medical information and
behavior. Optionally is also receives behavior of those that person meets (e.g., transmitted to the
device at proximity/contact of devices of those people). In some embodiments, the information is
stored without identification of source, except possibly a hash code, which, while can be used to
detect that a certain device was “met”, it cannot be used to identify the device. In some embodiments,
once this score (e.g., risk of contagion) is calculated, the broadcasted information regarding number of
vaccinations available and/or number of persons in each class is noted. In some embodiments, this
data may be used to determine which vaccination priority the personal device score merits, for
example, in the same manner as would be by a central computer (e.g., all scores above x, where
there are y people with a score above x and y is the number of available vaccines).
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In some embodiments of the invention, broadcasts and data transmissions are digitally signed to
prevent tampering. This has a potential advantage of allowing more anonymous transmission method
to be used (e.g., Tor).

It should be noted that additionally or alternatively to a central processing, the calculation of the
vaccine priority may be distributed between some or all of the mobile devices, for example, using
parallelization methods known in the art, which optionally also prevent significant amount of
information from passing through any particular device.

In some embodiments of the invention, the device calculates the priority and determines when the
device owner should be vaccinated, treated and/or tested. For example, the number and duration of
persons in proximity to the device can be used to calculate a risk score. Optionally, medical
information, such as susceptibility and/or risk of spreading by coughing is downloaded to the device.
This is typically not a significant breach of anonymity, as the identity of the device is typically known to
the medical record provider. In some embodiments of the invention, a person can apply to receive a
rating, for example, based on importance, job (e.g., healthcare provider), being part of critical
infrastructure and/or risk of death. Such rating may be provided in the form of a one-time code, which
the person can enter into the device. In this manner, the device can increase or decrease the risk

score and/or priority of vaccination, without any central authority being aware of the person's activities.

In some embodiments of the invention, as the device calculates the person's score, it may generate
warning to the device owner to avoid or reduce certain behavior. Optionally, such warning is tied to
reduction in priority if not heeded. Optionally or additionally, the manually entered rating may affect
such warnings. For example, socially promiscuous activity by a doctor may not merit such warning
and/or may not reduce the doctor's score (at least while activity is performed at an allowed location,
such as a hospital, which location may be indicated as part of the rating), but will generate a warning
or a sanction (e.g., if not heeded) to a person without such rating.

In some embodiments of the invention, when deciding if to allow entry of a person into a crowded
location, such as a sports arena or a shopping mall, a user may be required to show their rating.

A potential benefit of some embodiments of the invention is that rather than give out vaccination to
critical workers, while placing the rest of society in a lockdown (e.g., complete or semi or otherwise
restrictions), the total risk of spread may be reduced with a same or smaller number of vaccine doses.

A potential benefit of some embodiments of the invention is self-policing. If a person does not install
suitable software for tracking movements, such person may receive a lower priority of
treatment/vaccination. Similarly, if a person leaves their device off, then such off-time can be noted
and used to affect the score, or even can be used as an indication that that person is not at risk.

In some embodiments of the invention, a process of using the method includes:
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(a) Learning the behavior of individuals. This may be done, for example, using existing contact
tracking methods and/or using methods as discussed herein. Optionally, such learned behavior is
maintained in privacy and/or collected in an anonymous manner or processed as it is collected, to
preserve anonymity.

(b) Scoring, which can be based, for example, on number, variety and/or quality of contacts, degree of
bridging between subpopulations, risk to individual, risk to others the individual is in contact with, other

facts that affect spreading (e.g., chronic cough) and/or existing immunity.

(c) Inviting the individual to be vaccinated, optionally though software on an electronic device used for
contact tracking.

(d) Vaccination, optionally verified using the software to identify the person being vaccinated.

An aspect of some embodiments of the invention relates to identifying potential superspreaders

without the use of personal data. In some embodiments, superspreaders are identified by providing an

anonymous ID to each individual, for example, when a dedicated application/software (referred

hereinafter as “application” or “app”) is installed in an electronic device. In some embodiments, IDs are

exchanged between electronic devices when in proximity to each other (e.g., to indicate a potentially
infectious “meeting” of the device holders). In some embodiments, what is transmitted is only a part of

such ID (or an indication thereof), which potentially decreases the chances to identify the specific user.

In some embodiments of the invention, even the partial IDs substantially unique (e.g., a random
number with more possibilities than the number of expected meetings). In some embodiments of the
invention, the partial ID is selected to be non-unique, for example, including only 100, 1000, 10,000 or
intermediate or smaller or greater possibilities. In some embodiments, prioritizing vaccinations and/or
prophylactic treatments in a pandemic event is performed according to a superspreader score
calculated by the number of IDs collected by each user.

An aspect of some embodiments of the invention relates to the quality of people an individual meets.
In some embodiments of the invention, meeting with a person can be given a higher or lower weight,
based on whether that person is himself a super spreader and/or tends to meet super spreaders
and/or tends to meet others form many sub-populations. In some embodiments of the invention, when
two devices meet, they exchange their own score and/or number of contacts or other information,
which is used to generate an indication of how much of a potential superspreader that person is. In
some embodiments, such people may be given a higher weight. Optionally or additionally, persons
who are from a same subpopulation and/or which have fewer contacts and/or which are met more
often, are given a lower weight.

An aspect of some embodiments of the invention relates to assessing the degree of contacts inside a
subpopulation and between subpopulations. Society often has bubbles (subpopulations) within which
there is a lot of contact within the bubble but considerably less contact between bubbles. In such a
context, a person who bridges between bubbles may be a greater threat of disease spread than a
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person with more overall contacts but most or all within the bubble. In some embodiments of the
invention, a method is provided for assessing the degree to which a person is within bubbles and/or
bridges between bubbles or between non-bubble subpopulations. For example, the method may be

used to distinguish between a first person where 90% of their contacts are within a strongly connected

sub-group vs. a person where only 10% of their contacts are to a same strongly sub-group vs a
person where 90% of contacts are to a strongly connected sub-group, but there are multiple
(exclusive) such subgroups.

In some embodiments of the invention, a distributed method of assessing the degree to which
contacts of an individual are within a strongly connected or other type of bubble, is provided. An
alternative view of such method is assessing a degree of diffusion, which may be correlated with a
degree of propagation of disease.

In some embodiments of the invention, some or all individuals are assigned a second (or more) ID
which is transferred to people they meet at a probability lower than 100%. Optionally, when two
individuals meet they exchange not only their second ID, but also all second IDs they have collected.

As with a regular ID, the second or further IDs may be more or less unique. When an individual device
assesses the second IDs it collected, it will tend to have fewer IDs if it is within a bubble (e.g., because

it will mainly have IDs within the bubble) than if it interconnects bubbles (e.g., in which case it can
have IDs from multiple bubbles). Optionally, the number of second IDs is used as a measure of
diffusion of IDs in the contact network. In some embodiments of the invention, the transfer of second
IDs can be weighted (and/or probability of transfer adjusted), for example, to better model the likely of

transfer of disease, for example, weighted higher for IDs collected in closed spaces, at close distances

or IDs received from a device owned by a person with a chronic cough and/or less if owner is known
(e.g., recorded as such) to be careful with facemasks or other protective gear. Such weighting may be
used additionally or alternatively also for the other scores described herein. The score may be
normalized to the period in which the score is collected. Such normalization may be alternatively or
additionally applied to score based on the first ID. The normalization may be non-linear (e.g., the
score may increase faster at early times) and may be different for different IDs and/or for different
individual characteristic values.

In some embodiments of the invention, the probability of transfer is preset (e.g., 0.01%, 0.1%, 1%,
10% or intermediate or smaller or greater percentages). Optionally or additionally, multiple additional
IDs are provided, each one transferred at a different probability. Optionally, the preset probability is
determined using a simulation. It is noted that with a very small transfer probability, there may not be
sufficient diffusion of second ID values, while with a large probability, all individuals will collect all
second IDs, given enough time. For example, a simulation of a contact network may be run with
different preset transfer values to detect a value which allows to distinguish between typical sub-
population sizes and/or which, within the measurement period, does not reflect diffusion of
substantially all second IDs all over the network. Similarly, the degree of uniqueness of the second ID
may be selected using such a simulation to ensure that the probability of a same second ID reaching
an individual from two different subgroups is sufficiently low (e.g., below 10%).
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An aspect of some embodiments of the invention relates to the political issues involved in vaccination
prioritization. In some embodiments of the invention, using an objective measure of risk due to
behavior allows vaccination selection without (or less) a political fiat of selecting groups and/or
reducing political pressure applied to prefer a particular group, as the individuals are treated by
prioritization software as individuals and do are not identified as or treated as belonging to particular
groups. Also within a particular group, using an automated vaccination prioritization method can be
used to reduce friction and argument.

An aspect of some embodiments of the invention relates to encouraging users to use a dedicated
application/software for tracking contacts (and optionally identifying potential superspreaders either
anonymized or not) by providing vaccinations and/or prophylactic treatments first to those individuals
that use the dedicated software. In some embodiments, individuals that use the dedicated software
are those individuals that contribute to the overall benefit of the population, therefore are provided with
vaccinations and/or prophylactic treatments before those who not.

Before explaining at least one embodiment of the invention in detall, it is to be understood that the
invention is not necessarily limited in its application to the details of construction and the arrangement
of the components and/or methods set forth in the following description and/or illustrated in the
drawings and/or the Examples. The invention is capable of other embodiments or of being practiced or
carried out in various ways.

Definition of the Population

During a pandemic, once a valid vaccine/prophylactic drug becomes available, and the number of
vaccines/drug doses is limited or not all available at the same time, the government must decide who
will receive first the vaccine/prophylactic treatment. According to studies, governments decide to
provide the first doses of the treatment to the group of individuals that belong to:

a) Health care services, for example doctors, nurses, laboratories, hospitals, etc.;

b) Essential service services, for example police, fire fighters, public sector personnel, governmental
personnel, etc.; and

c¢) High risk individuals, for example people with high risk of complications, pregnant women, children,
etc.

These individuals belong to a group called critical groups, due to the nature of their activity or due to
their health status during pandemic times. Usually, critical groups amount to about 2% to about 10% of
the total population of a country.
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After the critical groups have been vaccinated and/or provided prophylactic treatments, since the
number of vaccinations/treatments is limited, there is the question who should be vaccinated/treated
next. This is generally true also within a critical group or other group chosen for vaccination, for
example, a group of less at risk individuals, such as males aged 50-60.

In some embodiments, the population is defined as a number of individuals between about 10
individuals and about 100 individuals, optionally between about 100 individuals and about 1,000
individuals, optionally between about 1,000 individuals and about 1,000,000 individuals, optionally up
to 10,000,000, optionally up to 100,000,000, optionally up to the entire population of earth (e.g., 8
billion).

Principals of Herd Immunity

Before explaining the invention, the notion of herd immunity should be explained. Herd immunity (also
called herd effect, community immunity, population immunity, or social immunity) is a form of indirect
protection from infectious disease that occurs when a large percentage of a population has become
immune (resistant) to an infection, whether through vaccination/prophylactic treatment or previous
infections, thereby providing a measure of protection for individuals who are not immune. In a
population in which a large proportion of individuals possess immunity, such people being unlikely to
contribute to disease transmission, chains of infection are more likely to be disrupted, which either
stops or substantially slows the spread of disease. The greater the proportion of immune individuals in
a community, the smaller the probability that non-immune individuals will come into contact with an
infectious individual, helping to shield non-immune individuals from infection. Individuals can become
immune by recovering from an earlier infection or through vaccination/prophylactic treatment. Some
individuals cannot become immune because of medical conditions, such as an immunodeficiency or
immunosuppression, and for this group herd immunity is a crucial method of protection. Once a
certain threshold has been reached, herd immunity gradually eliminates a disease from a population.
This elimination, if achieved worldwide, may result in the permanent reduction in the number of
infections to zero, called eradication. For example, herd immunity created via vaccination/treatment
contributed to the eventual eradication of smallpox in 1977 and has contributed to the reduction of the
frequencies of other diseases. Herd immunity does not apply to all diseases, just those that are
contagious, meaning that they can be transmitted from one individual to another. Tetanus, for
example, is infectious but not contagious, so herd immunity does not apply. Herd immunity was
recognized as a naturally occurring phenomenon in the 1930s when it was observed that after a
significant number of children had become immune to measles, the number of new infections
temporarily decreased, including among susceptible children. Mass vaccination/treatment to induce
herd immunity has since become common and proved successful in preventing the spread of many
infectious diseases. One of the main problems with achieving herd immunity is that there might be a
limited number of vaccinations/treatments available to the population and mass vaccination/treatment
is either not possible or it would take a long time to achieve herd immunity while the infectious disease
continues to spread.
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It is a potential benefit of some embodiments of the invention to provide a method to resolve the
problem of who to vaccinate/treat during a pandemic when a low amount of vaccine/treatment doses
are available, while still providing an effective herd immunity, optionally by better targeting those
individuals likely to pass on disease and vaccinating at least some of them, in a preferential manner.

Definition of Superspreaders

A superspreader is an unusually contagious organism infected with a disease (infectious
disease/virus/pathogen). In the context of a human-borne iliness, a superspreader is an individual who
is more likely to infect others, compared with a typical infected person.

Some cases of superspreading conform to the 80/20 rule, where approximately 20% of infected
individuals are responsible for 80% of transmissions, although superspreading can still be said to
occur when superspreaders account for a higher or lower percentage of transmissions. In epidemics
with such superspreader events (SSEV), the majority of individuals infect relatively few secondary
contacts.

Although loose definitions of superspreader events exist, some effort has been made at defining what
qualifies as a superspreader event (SSEV). Lloyd-Smith et al. (2005) define a protocol to identify a
superspreader event as follows:

a. estimate the effective reproductive number, R, for the disease and population in question;

b. construct a Poisson distribution with mean R, representing the expected range of Z due to
stochasticity without individual variation;

c. define an SSEV as any infected person who infects more than Z(n) others, where Z(n) is the nth
percentile of the Poisson(R) distribution.

This protocol defines a 99th-percentile SSEV as a case, which causes more infections than would
occur in 99% of infectious histories in a homogeneous population. For example, during the SARS-
CoV-1 2002-2004 SARS outbreak from China, epidemiologists defined a superspreader as an
individual with at least eight transmissions of the disease. Furthermore, superspreaders may or may
not show any symptoms of the disease. In the methods described here, a threshold (or scale) for
being a superspreader may be defined manually and/or determined by analyzing actual contact-
transmission data collected manually and/or automatically.

Putting aside hospitals, private residences and old-age homes, almost all of these superspreader
events (SSEVs) took place in the context of (1) parties, (2) face-to-face professional networking
events and meetings, (3) religious gatherings, (4) sports events, (5) meat-processing facilities, (6)
ships at sea, (7) singing groups, and (8) funerals.
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Factors of Transmission

Superspreaders have been identified who excrete a higher than normal number of pathogens during
the time they are infectious. This causes their contacts to be exposed to higher viral/bacterial loads
than would be seen in the contacts of non-superspreaders with the same duration of exposure. This
medical information may be available for at least some individuals, for example, if the epidemic is a
recurring one, such as influenza. In addition, behavioral and medical attributes may also increase

infectivity. For example, a chronic cough (or one due to a temporary disease, which may be noted in a
person's medical record) may increase the degree to which an individual is contagious. It is noted that

coughs and sneezes (and rate thereof) can be detected automatically by a carried device, such as a
cellphone, by signal analysis on an automatically and optionally continually (or repeatedly discrete)

collected audio signal form the microphone. It is noted that an individual's cellphone or other electronic

device may have access to a person medical records, by connecting to an EMR of that individual.

Basic Reproductive Number

The basic reproduction number RO is the average number of secondary infections caused by a typical

infective person in a totally susceptible population. The basic reproductive number is found by

multiplying the average number of contacts by the average probability that a susceptible individual will

become infected, which is called the shedding potential. The average number of contacts may further
be weighed by quality of contact (e.g., length, repetition, distance, protective means and/or airflow

quality)

RO=Number of contactsxShedding potential

Individual Reproductive Number

The individual reproductive number represents the number of secondary infections caused by a
specific individual during the time that individual is infectious. Some individuals have significantly
higher than average individual reproductive numbers and are known as superspreaders. Through
contact tracing, epidemiologists have identified superspreaders in measles, tuberculosis, rubella,
monkeypox, smallpox, Ebola hemorrhagic fever and SARS.

Co-Infections with Other Pathogens

Studies have shown that men with HIV who are co-infected with at least one other sexually
transmitted disease, such as gonorrhea, hepatitis C, and herpes simplex 2 virus, have a higher HIV
shedding rate than men without co-infection. This shedding rate was calculated in men with similar
HIV viral loads. Once treatment for the co-infection has been completed, the HIV shedding rate
returns to levels comparable to men without co-infection. Therefore, it could be hypothesized that in
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case of viral diseases transmitted through fluids, people with other pathologies, like chronic coughing,
could also be defined as superspreaders and are optionally so defined, or weighted accordingly in
some embodiments of the invention.

Exemplary Pathogens

In some embodiments, a pathogen may be one or more of a virus (in pl. viruses), bacterium (bacteria),
fungus (fungi) or a protozoan (protozoa), for example coronavirus (COVID-19, SARS-CoV-1, SARS-
CoV-2, MERS-CoV). In some embodiments, the pathogen may be a virus, and said virus is an
influenza virus. In some embodiments, the disease results in influenza like symptoms. It should be
understood, that where referred to “virus” and/or “pathogen”, any one of an “infectious disease”, a
“generic or specific pathogen”, a “generic or specific virus” are included, and the use of the term
“virus” and/or “pathogen” is just to facilitate the explanation and they should include them.

In some embodiments of the invention, the disease is transmitted by respiratory means, for example,
aerosol and/or droplets. Optionally, an electronic device, such as a cellphone is used to detect contact
which may be sufficient to transmit (e.g., detecting proximity for example, using Bluetooth power;
detecting physical activity for example, buy analysis of an audio trace recorded from such device;
detecting being indoors or outdoors based on geolocation or based on other sensors on the cellphone
that are affected by being indoors (e.g., echoes in audio).

Vaccinations and Prophylactic Treatments

In some embodiments, the term vaccination means the administration of a vaccine to help the immune
system develop protection from a disease. In some embodiments, vaccines contain a microorganism
or virus in a weakened, live or killed state, or proteins or toxins from the organism. In some
embodiments, in stimulating the body's adaptive immunity, they help prevent sickness from an
infectious disease. In some embodiments, as stated above, when a sufficiently large percentage of a
population has been vaccinated, herd immunity results.

In some embodiments, the term prophylactic treatment means a preventive measure taken to fend off
a disease or another unwanted consequence.

In order to facilitate the explanation of the invention, the term “treatment” will be used. It should be
understood that when the term “treatment” is used it refers to both vaccinations and prophylactic
treatment.

In some embodiments, vaccines are all compounds as disclosed in in the website of the World Health
Organization (https://www[dot]who[dot]int/publications/m/item/draft-landscape-of-covid-19-candidate-
vaccines), which are all incorporated herein by reference, and which are optionally provided (e.g., as a
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kit) with software such as described herein and/or provided with instructions for use targeting potential
super spreaders detected, for example, using methods and apparatus as described herein, and
include the following:

28 candidate vaccines in clinical evaluation

COVID-19

Route

Vaccine

Type of
Number
Timing
of
Clinical

developer/
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Vaccine
candidate
of
of
Admin-
Stage

manufacturer
platform
vaccine
doses

doses
istration
Phase 1
Phase 1/2
Phase 2
Phase 3

University
Non-
ChAdOx1-S
1

IM

PACTR
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2020-001228-32
ISR

of Oxford/
Replicating

202006922165132

CTN

AstraZeneca
Viral

2020-001072-15

89951424

Vector

Interim
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Report

Sinovac
Inactivated
Inactivated

2

0,14

IM
NCT04383574

NCT

days

NCT04352608
04456595
Wuhan
Inactivated
Inactivated

2

0, 14 or

IM

Chi

Chi

Institute of
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0, 21

CTR

CTR

Biological

days

2000031809

2000034780

Products/

Sinopharm

Beijing
Inactivated
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Inactivated
2

0,14 or
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Chi

Chi

Institute of

0,21

CTR

CTR

Biological

days

2000032459

2000034780

Products/
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Sinopharm

Moderna/
RNA

LNP-

2

0, 28

IM

NCT
NCT04405076
NCT04470427
NIAID
encapsulated

days

04283461

mRNA

Interim
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Report

BioNTech/

RNA

3 LNP-

2

0, 28

IM
2020-001038-36

NCT

FosunPharma/

MRNAs

days

Chi

04368728

Pfizer

CTR
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2000034825

CanSino
Non-
Adenovirus
1

IM
Chi

Chi

Biological
Replicating
Type 5

CTR

CTR

Inc./Beijing
Viral
Vector
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2000030906

2000031781

Institute of
Vector

Study Report

Study Report

Biotechnology

Anhui
Protein
Adjuvanted
20r3

0, 28

IM

NCT

NCT

Zhifei
Subunit
recombinant
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or

04445194

04466085

Longcom

protein

0, 28,

Bio-

(RBD-

56 days

pharmaceutical/

Dimer)

Institute of
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Microbiology,

Chinese

Academy
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of

Sciences

Institute of
Inactivated
Inactivated
2

0, 28

IM

NCT

NCT

Medical

days

04412538
04470609
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Biology,

Chinese

Academy

of Medical
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Sciences

Inovio
DNA

DNA

2

0, 28
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NCT

Pharma-

plasmid

days

04447781

ceuticals/

vaccine
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NCT

International

with

04336410

Vaccine

electro-

Institute

poration

Osaka
DNA
DNA
2
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DNA
3
0, 28,
ID

CTRI/

Healthcare
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56 days

2020/07/026352

Limited

vaccine

Genexine
DNA
DNA

2

0, 28

IM

NCT
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Consortium

Vaccine

days

04445389

(GX-19)

Bharat
Inactivated
Whole-

2

0,14

IM

NCT

Biotech

Virion

days

04471519
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Inactivated

Janssen
Non-
Ad26COVS1
2

0, 56
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NCT

Pharma-

Replicating

days

04436276

ceutical
Viral
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Companies
Vector

Novavax
Protein
Full

2

0, 21

IM

NCT

Subunit
length

days

04368988

recombinant
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SARS

CoV-2

glycoprotein

nanoparticle
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vaccine

adjuvanted

with
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Matrix M
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Protein
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2
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Subunit
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04473690
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Arcturus/
RNA
mRNA

NCT
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Gamaleya
Non-
Adeno-

1

M
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based

04436471
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Institute
Viral
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Clover
Protein
Native
2
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NCT
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Subunit
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ceuticals Inc./
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GSK/Dynavax
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Spike

Protein
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Protein
Recombinant
1

IM
NCT

Ltd/Medytox
Subunit
spike

04453852
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with

Advax ™

adjuvant

University
Protein

https://trea.com/information/methods-and-systems-of-prioritizing-treatments-vaccination-testing-andor-activit/patentgrant/e2dfec3c-d33d-44ac-... 69/198



08/12/2021 02:18 Methods and systems of prioritizing treatments, vaccination, testing and/or activities while protecting the privacy of individual...

Molecular
2
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clamp
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stabilized
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protein

with

MF59

adjuvant
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NCT
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based
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Pittsburg

CVR/Merck

Sharp &

Dohme
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RNA
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2

https://trea.com/information/methods-and-systems-of-prioritizing-treatments-vaccination-testing-andor-activit/patentgrant/e2dfec3c-d33d-44ac-... 74/198



08/12/2021 02:18 Methods and systems of prioritizing treatments, vaccination, testing and/or activities while protecting the privacy of individual...
0, 28
IM
NCT

days

04449276

People's
RNA
mMRNA

2

0,14

M

Chi

Liberation

or 0,

CTR

Army

https://trea.com/information/methods-and-systems-of-prioritizing-treatments-vaccination-testing-andor-activit/patentgrant/e2dfec3c-d33d-44ac-... 75/198



08/12/2021 02:18 Methods and systems of prioritizing treatments, vaccination, testing and/or activities while protecting the privacy of individual...

28 days

2000034112

(PLA)

Academy

of Military
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M
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04450004
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https://trea.com/information/methods-and-systems-of-prioritizing-treatments-vaccination-testing-andor-activit/patentgrant/e2dfec3c-d33d-44ac-... 80/198



08/12/2021 02:18 Methods and systems of prioritizing treatments, vaccination, testing and/or activities while protecting the privacy of individual...

Dynavax

139 candidate vaccines in preclinical evaluation
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In some embodiments, vaccines are all compounds as disclosed in in the website of ClinicalTrials.gov
(https://clinicaltrials[dot]gov/ct2/results?cond=COVID-19), which are all incorporated herein by
reference. Other vaccines may be used as well.

In some embodiments, treatment can be the use of Hydroxychloroquine and azithromycin plus zinc.

In some embodiments, vaccines include the vaccine developed by the Moscow-based Gamaleya
Institute, named Sputnik-V.

In some embodiments, providing a treatment as disclosed above to healthy subjects can be
understood as prophylactic treatment and/or vaccination.

Exemplary Classification of Superspreader

Referring now to FIG. 1, showing a schematic representation of a definition of superspreader,
according to some embodiments of the invention. In addition to the notion that a superspreader might
be identified as a person who excretes a higher than normal number of pathogens during the time
they are infectious, a superspreader is a person who may excrete a normal (or low) number of
pathogens during the time they are infectious but this person is potentially and/or effectively in contact
with a high number of people, therefore potentially infecting the same or more number of people as a
person who excretes a higher than normal number of pathogens, as schematically shown for example
in FIG. 1. Following this logic, according to some embodiments of the invention, a superspreader is
further identified according to the number of people he/she can potentially be in contact with, is
expected or estimated to be in contact with (e.g., based on number he has been in contact with), no
matter the level of excretion of said person.

Super-Spreading Potential Score

In accordance with some embodiments of the invention, there are provided methods and systems of
providing subjects in a population with a “superspreading score”, which will help to provide the order in
which the subjects, optionally in groups of subjects, will receive treatments. In some embodiments, the
higher the score the higher the potential of each individual to spread the disease. In some
embodiments, the higher the score, the earlier the individual should receive the treatments. In some
embodiments, a potential advantage of vaccinating/treating individuals having the higher
superspreading score is to block potential intersections where a higher number of individuals might be
infected by the potential superspreaders, and this is done by vaccinating individuals with potentially
and/or actual higher chances to meet other people, and optionally also in relation to other individuals
(for example by normalization of the data). In some embodiments, a potential advantage of this
method is that a population will potentially reach faster a state of herd immunity, as the provision of
treatments continues.
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Referring now to FIG. 2, showing a flowchart of an exemplary embodiment of the invention. In some
embodiments, the system and methods are based on the following: receiving information about a
subject 202, analyzing the received information 204, generating a score 206 based on the information,
optionally allocating the subject based to the score to a score group 208, and providing treatment
according to the score and/or according to the score group 210. As will be shown below, some or all of
the receiving and generating may be performed on an electronic device of subject 202.

Exemplary Factors Influencing the Score

In some embodiments, the score is generated utilizing one or more factors and/or components, each
influencing the final score by either adding or subtracting from the score. In some embodiments, the
one or more factors can influence the score in a linear matter (increasing/decreasing the score
linearly, for example +1 to the score or —2 to the score) and/or one or more factor can affect the score
in a weighted matter, as will be further explained below. Exemplary factors and/or components are one
or more of the following:

Profession in Record of the Individual

In some embodiments, the profession of the individual is correlated with a potential number of people
the person might be in contact with during a regular day of operation. In some embodiments,
individuals that potentially must meet many people due to their profession will receive a high score.
For example, cashiers at the supermarket, vendors in markets, bus drivers, delivery people,
technicians, librarians, etc. In some embodiments of the invention, the profession information is used
to estimate a contact quality score, for example, doctors being more careful with PPE than teachers. It
is a particular feature of some embodiments of the invention, that differences within such a group,
such as between different doctors, are determined. In some embodiments of the invention, a subject's
score is modified according to the profession, for example, to compensate for criticality of the subject
and/or to lack of control of the subject (e.g., a bus driver) over number of contacts.

In some embodiments of the invention, a subject provides profession information or other information
used to adjust scoring by scanning a barcode (or other machine-readable item such as a barcode or
RFID chip identity card) which is optionally digitally signed with such information. Optionally, this
allows the device to know the profession information, but may not allow the device and/or the
information provider to link the request for data to a particular individual. Thus potentially maintaining
privacy.

Characteristics of Population Potentially to Meet

In some embodiments, the kind of population that a certain subject can potentially meet will either
increase or decrease the score. For example, teachers that meet many children will be provided with a
higher score, since if and once the children are infected by the teacher, the children return home and
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potentially infect their families. While for example, a doctor that works at a prison would potentially
receive a lower score since the incarcerated people in the prison are not leaving and probably will not
infect anyone else (the infection is contained to the prison alone).

Another example, if a certain subject meets only a certain number of individuals, and mainly only
those individuals, for example a subject in a close community, then that subject will receive a lower

score.

Characteristics of Population that a Subject Actually Met

In some embodiments, if a certain subject meets people that were identified as superspreaders, this
will influence the score by increasing their score, also when compared to subjects that do not meet
superspreaders and/or regular people. In some embodiments, the information regarding meeting a
superspreader is performed between the mobile devices in an anonymous matter, for example, as will
be further explained below.

The Nature of the Locations

In some embodiments, the nature of a location means if it is in a closed place, if it is in an open space,
if it is indoors, if it is outdoors, quality of ventilation or any combination thereof. In some embodiments,
the nature of the locations can drastically change the score given to a subject. It has been shown that
a likelihood of a subject transmitting a pathogen increases by a factor of between about 10 times to
about 100 times when the location is indoors and/or in a closed space. This is because the risk of
infection is increased due to the possible buildup of the airborne pathogen-carrying droplets, the
pathogen likely higher stability in indoor air, and/or a larger density of people.

In some embodiments, if the location is indoors or in a closed location, then the score given to the
subject for a contact will increase.

In some embodiments, other factors that influence the increment or reduction of the likelihood of a
subject transmitting a pathogen indoors are one or more of ventilation rate, use of natural ventilation,
avoidance of air recirculation and use of air filters.

In some embodiments, the system will comprise information on indoor locations related to the
ventilation rate, use of natural ventilation, avoidance of air recirculation and use of air filters. In some
embodiments, an indoor place comprising a high ventilation rate score will provide a lower score to the
individual when compared to a place having a low ventilation rate score.

The Kind of Places Usually Visited by the Subject
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In some embodiments, subjects that are prone to frequent religious or secular events, like in a
synagogue, a church or a mosque or a dancing venue, where the people are in close proximity to
each other, and talk, pray, sing and/or breathe deeply and/or mingle more, will receive a higher score
(e.g., for such a contact event) than those who do not frequent religious events. In some
embodiments, similarly to above, also subject that are prone to frequent sports events will receive a
higher score. In some embodiments, places that are frequented regularly by a large quantity of

individuals (including public transportation, detectable for example, by geolocation and/or regular start-

stop movement that matches a public transportation profile and/or base don payment activity using the

tracking electronic device) will be marked as points on interest for the potential spreading of the

infectious disease/virus/pathogen, and subjects that frequent those places will receive a higher score.

The Length of Time at the Locations

In some embodiments, the length that a subject stays in one place will contribute to the determination
of the probability to infect others and/or to be infected by others. For example, a subject that visits
many places but stays there just for a minute or two might receive a lower score (e.g., for a contact

event) than a person that stays for longer in a few places, since staying longer at one place potentially

increases the chances to infect and/or be infected.

Historical Geolocation Data of the Individual

In some embodiments, historical data of the location of an individual is used to assess the potential
geolocation activity of that specific individual. For example, Google Maps® data saved in servers,
Waze® data saved in servers, and other geolocation applications configured to save geolocation
activity data. In some embodiments, individuals having a high volume of movement data (and/or high
usage of public transportation) in their historical geolocation data will receive a high score. In some
embodiments, the historical data is used to further assess a reliability of change in behavior of a
subject, for example to determine if to increase score in cases where the actual geolocation data
changes drastically (for example if there is a risk that a subject wants a higher score to receive the
vaccine and increases his movements to achieve so).

Actual Geolocation Data of the Individual

In some embodiments, actual measured geolocation data of each individual is monitored to assess
their potential to meet other people. In some embodiments, people which show high number
movements during the day in areas where other people are located will receive a high score. In some
embodiments, actual geolocation data of each individual is monitored using one or more of:

1. Electronic devices, for example the location provided by the GPS of their own cellphones;
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2. Using face recognition technology based on one or more of: a) video surveillance data received
from available sources, for example street cameras, ATM's, private surveillance cameras in stores,
buildings and houses, etc.; b) social media.

3. Digital activity, for example credit card usage, |P address used while using a computer or an
electronic device, antennas that receive data while performing a phone call.

Optionally or additionally, such actual geolocation data is used instead of or in addition to actually
identifying contact between people.

Historical Medical Data of the Individual

In some embodiments, historical medical data of each individual is assessed to provide a score. For
example, as mentioned above, individuals with chronic coughing will receive a high score since they
have potentially a higher chance to transmit the infectious disease/virus/pathogen. In some
embodiments, individuals having a background condition that enhances the chances of transmitting
the disease will receive a high score.

Actual Medical Data of the Individual

In some embodiments, during the pandemic, every new medical data concerning each individual is
monitored to assess if the new data indicates a change in the medical status of the individual
regarding their potential to infect others. Using the example above, if a person is diagnosed with
chronic coughing it will increase their score (e.g., in general and/or per contact).

Third Party Information Regarding the Individual

In some embodiments, third party information from individuals informing on others will be assessed to
decide if the information needs to affect the score. For example, if a third party informs that a person
that showed low movement data and received a low score is actually performing many movements,
once the information is verified, the score will change accordingly. The contrary is also valid, for
example, a third party informed that a person that showed high movement data and received a high
score is actually staying at home, once the information is verified, the score may change accordingly.

Dedicated Mandatory App

In some embodiments, in view of the pandemic, the government may order the citizens to install a
dedicated application on their smartphones (or other smart devices like tablets, smart watches, smart
glasses, etc.) to help the government with the logistics of the vaccination procedures. In some
embodiments, the government (or other body) provides the public with such dedicated smart devices.
In some embodiments, the app and/or the smart device is configured to inform on the user's location
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at all times and to communicate with adjacent smart devices (via Bluetooth for example) to assess the
interactions between users, for example vicinity between users, movement of users, etc.). In some
embodiments of the invention, already existing software may be used, for example, both android and
is based cellphones have software (e.g., as an operating system service) which can detect proximity
of others and such software may be used or improved to provide functionality as described herein.

In some embodiments, such app can be used to provide information regarding how many unique
people the user meets. For example, a certain user can meet many people but they are all the same
people all the time. While another user can meet fewer people but each one is a different individual. In
some embodiments, the second user may potentially receive a higher score and therefore receive
treatment first. In some embodiments, such app and/or smart devices are also used to assess the
progression of the vaccination procedures and the efficacy of the vaccination procedure. In some
embodiments, individual data arriving from each user is coupled with their health information (sick,
vaccinated, recovered, etc.) to further assess the progression of the vaccination procedures and the
efficacy of the vaccination procedure. Optionally, if the persons met by a user are vaccinated or
otherwise determined to be immune, such contacts may not count and/or be weighted lower.

In some embodiments, the app will be also used to send personalized communication to the users, for
example, to come and be vaccinated. In some embodiments, in view of the information received from
the app, specific actions are taken, for example, send a communication to the user to enhance his
awareness to behavioral rules during pandemic, to come and be vaccinated, to avoid certain
locations, which are at high risk of contagion.

Dedicated Voluntary App

In some embodiments, in view of the pandemic, the population is encouraged to install a dedicated
app, where those that do install the app are rewarded. In some embodiments, the reward is priority to
receive treatment.

Monitoring Behavior of Subject

In some embodiments, the behavior of the subject is monitored in relation to safety features performed
by the subject, for example, wearing a mask (e.g., analyzing images taken during calls or other
looking at screen of cellphone), washing his hands (e.g., analyzing sounds of water running or
movement by a smartwatch), keeping social distancing (e.g., based on Bluetooth power levels and/or
NFC detection), moving between multiple locations, etc. In some embodiments, these are monitored
using the same devices/methods as disclosed above.

Exemplary Scoring Method
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In some embodiments, each individual in a population (e.g., above 100, 1000, 10000 and/or 100000
individuals) is provided with a score defining the potential level of superspreading of each individual. In
some embodiments, scores are defined as number of contacts (see herein), and the number of
contacts that are counted are from about 10 to about 100, optionally from about 100 to about 1000,
optionally from about 1000 to about 10000, for example 100, 400, 1000, 2000, 10000 or intermediate
or greater numbers. In some embodiments, a high score defines a high potential of superspreading,
while a low score defines a low potential of superspreading. In order to facilitate the explanations of
the invention, a scoring scale from 0 to 100 will be used. It should be understood that other scales can
be used, like heat-map scoring, decimal order scales, etc., all of which are included in the scope of the
invention. In some embodiments of the invention, the score is open ended. In some embodiments of
the invention, the score is normalized, for example, to other scores. The normalization need not be
linear. In some embodiments of the invention, the score is a scalar. In some embodiments of the
invention, the score is multi-dimensional, for example, including a superspreader potential dimension
and a variability in behavior dimension)

In some embodiments, the score is calculated using weighted scoring models, in which one or more
factors and/or components are assessed according to the received information data. Referring now to
FIG. 3, showing a schematic flowchart of a method of calculating a weighted score, according to some
embodiments of the invention. In some embodiments, the system receives information data about a
subject 302. In some embodiments, the information data is divided according to the source of the
information data 304, for example, electronic information 306 from smartphones, cameras, credit card
information, etc., geographical information 308, for example from GPS or cell towers, governmental
information 310, for example from the census bureau or EMR (electronic medical records), human
information 312, for example from other individuals calling an providing the information about other
individuals, and one or more of the factors and/or components disclosed above. In some
embodiments, the system then calculates a weighted score of each information, optionally according
to a predetermined criterion 314. In some embodiments, the system then generates a total score from
the different weighted scores, optionally according to a predetermined criterion 316. In some
embodiments, the system then provides a list comprising an order of treatment, which is then used to
actually treat the population 318.

In some embodiments, the score comprises a plurality of components, for example predicted
likelihood of a subject transmitting an infectious disease/virus/pathogen, predicted likelihood of a
subject contracting an infectious disease/virus/pathogen, relative health risk to a subject if said subject
contracts a infectious disease/virus/pathogen, damage to society if the subject contracts a infectious
diseasel/virus/pathogen; one or more of the above optionally in view of physical proximity data to other
subjects.

In some embodiments, physical proximity data of a subject with other subjects is calculated by
including one or more of:

1. The number of subjects the subject potentially is in contact with;

158/198



08/12/2021 02:18 Methods and systems of prioritizing treatments, vaccination, testing and/or activities while protecting the privacy of individual...

2. The potential and/or actual distance of the subject to the other subjects;

3. The time length of the potential and/or actual encounter of the subject with the other subjects.

In some embodiments of the invention, the score is updated for and/or after each contact event. In
some embodiments of the invention, update is at end of the day, which may allow aggregating multiple
meetings with a same person. Optionally or additionally, the score is updated per a set of contact
events. In some embodiments of the invention, the score is calculated after all contact events are
collected, for example, based on an analysis of a contact-network to identify individuals, which, if
vaccinated, will best stop infection. Such analysis may be carried out by simulating the contact
network and trying out various vaccination schemes and/or removal of various individuals and/or sets
of individuals.

From Score to Treatment

In some embodiments, once the scoring of each individual is achieved, or optionally the scoring of a
high number of individuals of the population, a list is created having the order in which each individual
will receive the treatment. In some embodiments, the list is optionally divided by groups, for example,
all the individuals that scored between 100 and 90 are grouped in group A, which will receive first the
treatments. Then all the individuals that scored between 90 and 80 are grouped in group B, which will
receive second the treatments, and so on.

Informing the Public

In some embodiments, once the list is made, individuals will be informed on when and where to go
and receive the treatments, for example, by means of emails, dedicated apps in their cellphones, over
the media, etc.

Exemplary Simulations

In some embodiments, models and simulations are run in dedicated computers, for example, to
assess the potential progression of the treatments and the probable time to reach herd immunity
and/or select values for various parameters. In some embodiments, simulations include the insertion
of one or more of actual data received from individuals, simulated data of/from individuals (in case is
necessary to run probable scenarios). In some embodiments, evaluations and models utilize one or
more of neural networks, machine learning and dedicated simulations.

In some embodiments, the simulations take under consideration and model the probability of the
treatments to work (or not work) on the individual.
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In some embodiments, the simulations take under consideration and model the kind of population that
a certain subject can potentially meet and the potential population those individuals will potentially
meet afterwards. For example, teachers that meet many children will be provided with a higher
simulated score, since if and once the children are infected by the teacher, the children return home
and potentially infect their families. While for example, a doctor that works at a prison would potentially
receive a lower simulated score since the incarcerated people in the prison are not leaving and
probably will not infect anyone else (the infection is contained to the prison alone).

In some embodiments, simulations are performed to evaluate parameter values used to identify a
superspreader and possibly how to differentiate them from regular individuals.

Exemplary Spreading Network

In some embodiments, before, during and/or receiving the information regarding the individuals in the
whole population, a network 400 of the population is created, as shown for example in FIG. 4. In some
embodiments, the network is constantly updated by the system. In some embodiments, the network is
used to determine the potential spreading of the infectious disease/virus/pathogen if a certain
individual is infected. In some embodiments, when possible, clusters in the network are identified, for
example clusters 402 through 412 in network 400. In some embodiments, when evaluating whom to
provide treatments, the system assesses the individuals in the clusters and performs analysis and
simulations to choose which individuals to treat (e.g., individuals that interconnect clusters). In some
embodiments, this is performed in addition to the scoring performed and generated on each single
individual. For example, it can be seen that individual 414 belongs to both clusters 402 and 404,
thereby creating a potential bottleneck (or bridge) between clusters. Therefore, it would be
advantageous to treat individual 414 to protect cluster 404 from potential infections coming from
cluster 402. Same logic is applied to individual 416. Treating individual 416 can potentially protect
clusters 410 and 412 from potential infections coming from cluster 402. In some embodiments, the
system identifies potential key individuals and/or potential key groups of individuals to treat first in
order to potentially protect clusters of individuals. In some embodiments, the systems performs this
assessment in view of the number of doses available to the population. For example, if there is a large
number of doses, instead of treating the individuals located in the bottlenecks, it might be
advantageous to treat first all individuals in the cluster 402, thereby potentially protecting the rest of
the clusters from infection.

In one example, the system selectively removes individuals to identify which set of N individuals (e.g.,
where N is the number of doses to be used) is best to remove. This can be done using brute force
approaches, e.g., of trying a plurality of sets. Optionally or additionally, this is done by selecting sets of
individuals (e.g., based on some shared characteristic, such as profession or place in the network)
and seeing the effect of vaccinating these individuals. Optionally or additionally, a different search
technique is used, e.g., treating the problem as an optimization problem.

Exemplary Use of the System and Methods for Testing
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In some embodiments, the system and methods are used to identify selected subjects to be tested for
the disease. In some embodiments, the testing is used to assess one or more of the progress of the
disease, the progress of the treatments, the progress of the herd immunity, etc.

Exemplary Use of the System and Methods for Determining Who Will Receive a Certain Type of
Vaccination

In some embodiments, during the development of vaccines for a certain disease, different vaccines
comprising different vaccine potencies are developed. In some embodiments, vaccine potency is a
quantitative measure of the specific ability of the vaccine product to achieve an intended biological
effect defined in a suitable biological assay based on the attribute of the product that is linked to the
relevant biological properties. In some embodiments, the system is used to identify which individuals
will receive which types of vaccines in relation to their potency. For example, individuals that received
and/or were identified as a high superspreading score by the system would be vaccinated with more
potent vaccines, when compared with other individuals having lower superspreading scores. In some
embodiments, those individuals having lower superspreading scores might either receive later a
vaccination or receive a vaccine having a lower potency.

Exemplary Privacy Settings

In some embodiments, the system comprises one or more layers of protection and/or privacy. In some
embodiments, layers of protection include one or more of encryption algorithms and/or software.

For example, encryption algorithms and/or software convert the data into ciphertext to transform the
original data to a non-readable format accessible only to authorized parties who can decrypt the data
back to a readable format. The process of encrypting and decrypting messages optionally involves
keys. The two main types of keys in cryptographic systems are symmetric-key and public-key (also
known as asymmetric-key).

Exemplary types of keys: Symmetric-keys: In symmetric-key schemes, the encryption and decryption
keys are the same. Communicating parties must have the same key in order to achieve secure
communication. Public Keys: In public-key encryption schemes, the encryption key is published for
anyone to use and encrypt messages. However, only the receiving party has access to the decryption
key that enables messages to be read. In some embodiments, the length of the encryption key used in
the system is one or more of 128-bits, 256-bits, 1024-bits and 2048-bits.

In some embodiments, the privacy of the users that information is being collected is protected by
anonymizing the user at the source. For example, when a cellular phone/electronic device is used to
collect the relevant data, the name of the owner of the electronic device is either encrypted and/or
anonymized so any interaction with external sources (for example the servers of the systems) will be
managed without the use of the actual name of the user but using an encrypted and/or anonymized
user name. In a practical example, electronic devices/cellphones are used to evaluate, quantify and
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qualify the interactions of the user with other people during the day. In some embodiments, the
cellphone communicates with other cellphones to monitor the interactions (distance, location, duration,
etc.). In some embodiments, when collecting the data about the interactions, the software in the
electronic device will use encrypted and/or anonymized user names. For example, using the names
as mentioned in the example below, John Doe, Jane smith and Mark Lite are three users, all having
cellphones and optionally comprising a dedicated app for this purpose. In some embodiments, the
software of the app in the electronic device will encrypt and/or anonymize the names to be, for
example, John Doe=user 265498756124565526, Jane smith=user 31678465923128 and Mark
Lite=user 463212887036554. From this point on, all communications between their electronic devices
and external sources will be performed using the encrypted and/or anonymized user names.
Optionally, for example as described below, the user IDs or what is exchanged between telephones)
are non-unique. For example, provided at a ratio of, for example 1:100, 1:1000, 1:10000, 1:100000
between codes and individuals. While this may mean a potential for confusion between individuals,
such confusion may be small, while the increase in difficulty of identifying a use based on the tracked
information can significantly increase.

Furthermore, when assessing the order of receiving treatment, either individually or by groups, (e.qg.,
at a server) may comprise the parameters needed to enter a certain group (for example, the first
group to receive treatment, the second group to receive treatment, etc.). In some embodiments, the
action of comparing between the parameters of each group and the collected data from the user will
be performed inside and by the electronic device itself, thereby avoiding sending data to the servers.
In some embodiments, the electronic device will contact the server to requests the parameters, the
electronic device will perform the necessary calculations and will generate a score that will be sent
back to the server in an anonymized matter (as explained before). In some embodiments, additional
information regarding each individual user, as disclosed above, is also downloaded to the electronic
device for use of calculations. Once the calculations are finished, the resulting data will be sent to the
servers and, in response, the server will optionally send a notification to the user to go and receive
treatment.

It is a particular feature of some embodiments of the invention that information about a person's
activities, locations, meetings, are not sent out of the device except as, for example, an overall score
or a priority for treatment. In some cases, the behavior is sent out but is anonymized and/or
condensed, for example, indicating a number (e.g., optionally not an exact number and/or time and/or
date) of people met and a number of large congregations attended (optionally not an exact number
and/or location), but with enough details removed so that identification of an identity of the device
owner will be difficult or impossible.

In some embodiments, whether the calculations are performed on the servers or on the electronic
device, the encryption and/or anonymizing of the name of the user is always used. In some
embodiments, the means to read between the encrypted/anonymized user name and the actual name
will only be available in the user's electronic device.
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In some embodiments, the notification for getting treatment may or may not contain information
regarding the results of the calculations. For example, an individual that was identified as a
superspreader may or may not receive information about the fact that he/she was identified as such.
In some embodiments, the potential advantage of not providing such information is to further enhance
the privacy protection of the user. For example, an onlooker may not be able to tell if a user received a
high score due to his own behavior, the behavior of those he meets and/or an underlying health
condition, which may put them at higher risk.

In some embodiments, dedicated codes, for example in the form of coupons, will be provided to
individuals having important/relevant professions (like doctors, police, etc.). In some embodiments,
insertion of the codes into their personal electronic devices will inform the system that that
encrypted/anonymized user needs a correction in their score. In some embodiments, the correction
can be either increasing the score or decreasing the score. In some embodiments, when the
electronic device detects certain behavior, like an increase in the movements of the user, the
electronic device (for example via the dedicated app) will warn the user that his score will be changed
if the behavior is not changed. In some embodiments, changing the score can be either increasing or
decreasing the score.

Exemplary Methods for Identifying Superspreaders with High Levels of Anonymization

It has been shown that individuals are concerned that the authorities and/or companies are constantly
collecting data with or without their consent for a plurality of reasons. It is also scope of some
embodiments of the invention to provide a method of identifying superspreaders without the need to
collect data that could potentially be used to lead to the identification of the person in question.

As an example, consider three types of systems having different levels of possible anonymization
techniques, in accordance with various exemplary embodiments of the invention:

1. A system that uses personal information but does not transmits that personal information about the
individual;

2. A system that uses personal information but does not transmits specific information that could be
used to potentially identify the individual; and

3. A system that does not require any personal information to work.

In some embodiments, the anonymization techniques described in the “Exemplary Privacy Settings”
section belong to the first type and/or the second type of technique, where relevant data (positional
data, personal data, etc.) is used by the system but: a) anything that is transmitted is either coded
and/or anonymized when used, or b) the necessary calculations are performed on the electronic
device itself, thereby avoiding sending any personal data at all.
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In the following paragraphs, systems belonging to the third type of system comprising a method of
identifying a superspreader that potentially does not require the use of any personal information will be
explained.

Exemplary “ID” Based System for the Identification of Superspreaders

In some embodiments, the system is based on the following assumptions: 1) all individuals comprise
an electronic device of any kind; 2) on each electronic device there is installed a dedicated
application/app that runs the system's software (as will be explained in the following paragraphs); and
3) when individuals meet other individuals, information is passed between their electronic devices.

Referring to FIGS. 5a-f, showing flowcharts of exemplary methods of identification of superspreaders,
with an anonymization, according to some embodiments of the invention. In some embodiments, the
method begins when a user downloads the software, in the form of an application (or app) into their
electronic device 502. In some embodiments, dedicated electronic devices comprising the software
will be distributed to those individuals who either do not possess an electronic device or do not want
the software downloaded into their electronic devices. In some cases, the device has such software
preinstalled thereon.

In some embodiments, when the individual opens the application, optionally, the individual will be
requested to provide and/or insert an identification (ID), optionally using alphanumeric digits 504,
optionally comprising a high number of digits, for example 10 digits, 20 digits, 40 digits. In some
embodiments, the system will automatically provide an ID to the device (e.g., will be generated locally,
for example, as a random number or as an encrypted version of the user ID. To facilitate the
explanations below, a 20 digits ID will be assumed. It should be understood that other length of ID can
be used, noting the difference between IDs that are expected unique and IDs that are not expected to
be unique and within unique IDs, IDs that also a particular part thereof is long enough to be expected
to be unique.

At this point, all users have an electronic device with a software in the form and/or as part of an
application in which an ID comprising 20 digits has been assigned to the device. It should be noted

that the use of “application”, “app” and “software” are interchangeable for the explanation of the
following methods. From here, four different methods can be used, as will be further explained bellow.

Anonymized Method 1—Count

Referring to FIG. 5b, showing a flowchart of exemplary anonymized method 1, according to some
embodiments of the invention. Following the letter “A” from FIG. 5a to FIG. 5b, in some embodiments,
when an electronic device comes in proximity to another electronic device, the devices exchange full
IDs 506 between each other, and the software saves the received ID in the application itself. In some
embodiments, after a certain period of time, for example, after one day, after 7 days, after 14 days,
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after 30 days, or intermediate or shorter times and/or on request by a central server, the application
analyzes the IDs stored in the electronic device 508. In some embodiments, analyzing comprises one
or more of counting the number of IDs that were received, the number of times that a specific ID was
received and the number of IDs received in a day. In some embodiments of the invention, the counting
is weighted so different IDs get a different weight, for example, IDs with a high score may be weighted
higher, for example as described herein. In particular, IDs that are associated with contacting other
suspected superspreaders may receive a higher score. In some embodiments, the software then
generates a score based on the result of the analysis.

At this point one of two different methods is optionally applied, a completely anonymous method and a
semi-anonymous method 510.

In some embodiments, when the method is a completely anonymous method, the method continues
following the letter “E” back to FIG. 5a.

In some embodiments, the application receives from the server a scale of scores 512. For example,
continuing using the scale as above, from 1 to 100, group 1 are those individuals having a score
higher than 90, group 2 are those individuals having a score from 80 to 90, and so on. In some
embodiments, the software then compares the score generated from the analysis with the scale of
scores 514. In some embodiments, based on the result of the comparison, the software provides the
user of the device with relevant information related the treatment to be received. For example, a
predetermined date to receive vaccination (information received with the scale of scores from the
server) and/or the group number for receiving the vaccination. In some embodiments of the invention,
the scale of scores is generated by the receiving information about the score distribution and selecting
cutoff values optionally based on available vaccines. Optionally, the information comprises receiving
scores form some or all devices. Optionally, only a statistical same of scores is used, for example,
fewer than 10%, 1%, 0.1% of available devices, for example, between 50 and 10,000 scores. It is
noted that such scores may be delivered anonymously, for example, using an anonymous web
service, optionally anonymized using anonymity tools such as Tor, so that the deliverer of each score
is unknown. Optionally, the scores are digitally signed by the sender.

Returning to FIG. 5b, in some embodiments, when the method is not a completely anonymous
method, the method continues following the letter “F” to FIG. 5f.

In some embodiments, after the software has generated a score based on the analysis, the software
sends the score, together with the full ID (here and in other examples, a full ID may be encrypted or
Hashed or otherwise used to generate a token, which, optionally, is not decipherable by the server), to
the server to be used to evaluate if that specific individual is potentially a superspreader or not, when
compared to other users 518. In some embodiments, the server performs an evaluation by comparing
the scores of the different IDs 520 and generates a treatment list according to the result of the
evaluation. In some embodiments, the server then sends back notification regarding the vaccination
procedures 522, for example, when to go to receive a vaccination, the group number, etc.
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In some embodiments, optionally, the user can choose to respond to a series of personal questions
presented by the application, which are then translated into factors that affect the score, for example
as disclosed herein.

In some embodiments, the user choses the level of anonymity that the system will work (completely
anonymous or partially anonymous), e.g., different individuals may have different anonymity levels in a
same vaccination prioritization system.

Anonymized Method 2—Count with Transmission of Partial Username

Referring to FIG. 5¢, showing a flowchart of exemplary anonymized method 2, according to some
embodiments of the invention. Following the letter “B” from FIG. 5a to FIG. 5¢, in some embodiments,
when an electronic device comes in proximity to another electronic device, the devices exchange
partial IDs, for example only the last 10 digits of the 20 digits of the ID 524, and the application saves
the received partial ID in the application itself. In some embodiments, the partial ID is a substantially
unique partial ID. For example, the use of the last 10 digits of the 20 digits increases the chances that
the partial ID is a substantially unique partial ID. In some embodiments, the partial ID is a substantially
non-unique partial ID. For example, the use of the last 3 digits of the 20 digits increases the chances
that the partial ID is a substantially non-unique partial ID, since there is an increased chance that the
same last 3 digits appear in more than one ID. It should be understood that the word “substantially” in
this context does not mean to be vague, but it is related to the statistical probabilities that a presented
partial ID could be identical to another.

In some embodiments, a potential advantage of exchanging only partial IDs is that it decreases the
chances that the specific individual could be identified. It is also noted that, in some embodiments,
transmitting partial ID might introduce errors to the analysis of the meeting between individuals since it
increases the possibility that one or more individuals will transmit the same partial ID. Since the scope
of the method is to protect the privacy of the individuals while contemporarily providing an indication of
a potential superspreader, a certain margin of error is acceptable.

In some embodiments, when a received partial ID is stored in the application, it is stored (or only
transmitted that way) by adding its own partial ID. In some embodiments, a potential advantage of
using this method is that if such pairs of partial ids are transmitted to a third party, such third party can
track and count unique meetings.

In some embodiments, after a certain period of time, for example, after 7 days, after 14 days, after 30
days (or other times for as discussed in the previous method), the application analyzes the partial IDs
stored in the electronic device 524. In some embodiments, analyzing comprises one or more of
counting the number of partial IDs that were received, the number of times that a specific partial ID
was received and the number of partial IDs received in a day. In some embodiments, the software
then generates a score based on the result of the analysis. In some embodiments of the invention, a
repeat meeting with a same partial ID is not counted or given a lower weight. Other methods of
counting as described herein may be used. In some embodiments of the invention, the count is
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otherwise normalized. For example, the distribution of counts may be used to reconstruct an estimate
of actual diversity of meetings, using statistical methods of distribution estimation, such as known in
the art. Such methods may also be used if instead of always transmitting the ID the ID is only
sometimes transmitted. This statistical distribution may be used to estimate the percentage of unique
meetings vs percentage of repeat meetings, for example, assuming a given distribution shape for
repeat meetings. Such a given shape may be provided, for example, by a central server (e.g., based
on real-time data collection) or a priori. Optionally or additionally, such distribution may be created by
sometimes applying method 1 of full ID transmission.

At this point, one of two different methods is optionally applied, a completely anonymous method and

a semi-anonymous method 528. In some embodiments, when the method is a completely anonymous

method, the method continues following the letter “E” back to FIG. 5a.

In some embodiments, when the method is not a completely anonymous method, the method
continues following the letter “F” to FIG. 5f. These alternatives may be applied as above.

Anonymized Method 3—Count with Transmission of Partial Username and Username Changes
Periodically

In this method, which can be used as a variant of the last two methods, and is shown in FIG. 5d, the
ID or partial ID used by the device is modified.

In some embodiments, for example, after the certain period of time mentioned above for counting, the
partial ID that is used for the transmission of IDs between is changed by the system and/or the
individual itself 534. The actual ID may be changed or a different part of the ID transmitted. In some
embodiments of the invention, the original ID is used as a seed to generate a series of pseudo
random IDs to be used for transmission. In some embodiments, for example, when the system
changes the transmitted partial ID, the system transmits instead of the last 10 digits of the ID, the first
10 digits of the ID; or for example the first 5 digits together with the last 5 digits. It should be
understood that the above-mentioned are only examples, and that other methods of randomizing the
partial ID that is transmitted are also included in the scope of some embodiments of the invention. In
some embodiments, periodically changing the partial ID may further cause to errors since it further
increases the possibility that one or more individuals will transmit the same partial ID. As mentioned
above, a further certain margin of error is still acceptable.

The method then continues with various options for acting on the score, for example, a completely
anonymous method and a semi-anonymous method 536. In some embodiments, when the method is
a completely anonymous method, the method continues following the letter “E” back to FIG. 5a.

In some embodiments, when the method is not a completely anonymous method, the method
continues following the letter “F” to FIG. 5f.
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In this and other embodiments it is noted that other follow up activities may be provided in addition or
instead, in particular, activity by a central server may be reduced. For example, a user may simply go
to a vaccinating station and show their score and be given a vaccination or date therefore accordingly.

Anonymized Method 4—Complex Count with Transmission of Partial Username, at Least One
Additional Number and Optionally Username Changes Periodically

Referring to FIG. 5e, showing a flowchart of exemplary anonymized method 4, according to some
embodiments of the invention. In some embodiments, a complex count method is used for
probabilistically determining if a certain individual is a potential superspreader. In some embodiments,
the complex count method comprises the use of two independent counts for the determination.

Following the letter “D” from FIG. 5a to FIG. 5e, in some embodiments, when an electronic device is in
proximity to another electronic device, the system is configured to exchange not one, but at least two
ID numbers as following.

In some embodiments, the first number to be exchanged is the partial ID 538. In some embodiments,
the exchange of the first number is as disclosed in method 1, where the full ID is exchanged. In some
embodiments, the exchange of the first number is as disclosed in either method 2 or method 3, where
a partial ID is exchanged. For the explanation of the method and as disclosed in FIG. 5e, the
explanation will refer to the transmission of a partial ID. It should be understood that this method could
also be applied when transmitting the full ID.

In some embodiments, the first number is used to evaluate the number of contacts.

In some embodiments, the second number to be exchanged is a different set of digits, either created
by the system or inserted by the user itself 538. In some embodiments, the actual second number to
be exchanged is a partial second number, similar to what is done with the first number.

In some embodiments, the second number is used to evaluate if the individual is meeting people from
outside a limited subpopulation and/or track the general promiscuousness (optionally in a non-sexual
sense) of such individuals.

In some embodiments, contrary to the first number that always is exchanged in an encounter, the
second number is exchanged at a certain “rate of probability”. In some embodiments, a rate of
probability is, for example, a calculated number that responds to the question: what is the percentage
rate necessary to separate between a superspreader and a non-superspreader. In some
embodiments, the rate of probability is achieved by running a simulation, and checking for different
probability rates the degree of discrimination. For example, a rate of probability can be 3%, 5%, 10%,
20% or smaller or intermediate values. In some embodiments, this means that, if the rate of probability
is 3% for example, an electronic device that encounters 100 electronic devices will exchange 100
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times (100% of the times) the first number and 3 times (3% of the times), in addition to the first
number, will also exchange the second number. In some embodiments, the rate of probability is lower
than 100.

In some embodiments, from the moment the system is activated, the electronic devices of the
individuals will begin collecting first and second numbers as long as they continue to meet other
electronic devices.

In some embodiments, when a certain electronic device exchanges the second number (under the
rate of probability), the electronic device will exchange in addition to its second number, all second
numbers that were collected until that moment. In some embodiments, potentially and probabilistically,
an individual that is a superspreader will collect a high number of second numbers because he/she
meets many different individuals, who themselves meet different individuals. While an individual
“trapped” in a subpopulation may only collect at most as many numbers are there are persons in the
subpopulation. Therefore, in some embodiments, when someone meets that superspreader, many
second numbers will be potentially exchanged from that superspreader to that someone. In some
embodiments, those second numbers collected from other individuals will later be used to indicate a
specific meeting between an individual and a superspreader.

In some embodiments, an individual that collects many second numbers, potentially and
probabilistically, met a superspreader and/or is one themselves. In some embodiments, this
information is used to cause an effect (e.g., increase) in the scoring of the individual and/or in the
weight of the contact.

The collected IDs may be counted after a time, e.g., as described in the other methods (540) In some
embodiments, optionally, after the certain period of time mentioned above, the partial ID transmitted
between devices is changed by the system and/or the individual itself 542 as disclosed above.

Optionally, a method of follow-up is selected, for example, a completely anonymous method and a
semi-anonymous method 544. In some embodiments, when the method is a completely anonymous
method, the method continues following the letter “E” back to FIG. 5a.

In some embodiments, when the method is not a completely anonymous method, the method
continues following the letter “F” to FIG. 5, for example as described above.

In any of the above methods, optionally, statistical information about collected first and/or second
numbers (e.g., how many people had how many collected first and/or second numbers) may be
transmitted to the server to help generate a better picture of these statistics of the population's
collected information.
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In some embodiments of the invention, more than one second number is used. Optionally, each
additional such number is transmitted at a different probability. This allows different numbers to give
information about different characteristics of subpopulations. It is noted that if only one number is used
and its transmission rate not selected correctly, it may result is propagation of such second number
over a significant part of the network of contacts, making it less useful for identifying more closed and
more open parts of the network.

In some embodiments of the invention, no additional second number is used. Rather the first number
is optionally counted and/or transmitted using such probabilistic transmission rate. So, for example,
during a contact, the second device will store the received ID of the first contact in a memory for
storing and/or counting contacts with a first ID and also, with some probability store that number in a
second memory used for counting and/or tracking second numbers. Additional memories may be
provided if more numbers are tracked.

In some embodiments of the invention, a relatively small non-unique ID is used and this ID may be
used as an index for the first and/or second memory. For example, when meeting an individual who
passes a non-unique 1D 234, memory location 234 is increment (optionally in a weighted manner). If a
second ID list, say (123, 456, 789) is passed, the count in each of those indexes in the second
memory is incremented (optionally in a weighted manner). In some embodiments, only one bit (or an
equivalent thereof) is saved for each ID in the second memory and it is either set or unset. Optionally,
the second ID uses more bits than the first ID, for example, 2, 3, 4, 5 times as many bits or an
intermediate of smaller or greater number. This may allow preventing saturation of second ID tracking.
Optionally or additionally, a statistical estimation of the actual number of second IDs is reconstructed
using statistical methods and the number of second IDs received and optionally a count of at least a
sample thereof. Optionally, an assumption is made about the expected shape of distribution of second
IDs.

Optionally or additionally, the number of second IDs collected is tracked as a function of time.
Optionally, potential superspreaders (and which get an increased score and/or contact weight) are
those who early on accumulate a larger number of second IDs (e.g., as compared to other persons an
individual comes in contact with) and/or those persons (e.g., with repeated contact) whose second ID
count asymptotes later or not at all.

Regarding repeat meetings with an individual, it is noted that an individual is a sum of all his contacts,
so that after a time, if and as that individual meets new contacts, the individual changes and should be
weighted more heavily. Such tracking can be by time and/or can be by change in count of first and/or
second IDs that an individual has, which count (and/or a date of contact) is optionally transmitted upon
meeting and may be stored.

Exemplary Effect of Meeting an Individual that has Met Potential Superspreaders
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Referring now to FIG. 6, showing a schematic flowchart of an example of the effect caused when a
certain individual meets another individual that had been in contact with possible superspreaders,
according to some embodiments of the invention. In some embodiments, as previously mentioned,
when a Device A meets Device B 602, IDs are exchanged and optionally also information regarding
previous meetings 604. In some embodiments, for example, the software in Device A, that has just
received the ID and previous meetings of Device B, will evaluate the received data 606. In some
embodiments, evaluation of data comprises one or more of evaluating the number of meetings Device
B has had 608 and the kind of individuals were met during those meetings 610. In some
embodiments, since these operations were also previously performed by Device B during its
meetings, the information about the possible meeting with a potential superspreader will be also
delivered by Device B to Device A, when information is exchanged. In some embodiments, the
software in Device A will generate a score to the meeting between Device A and Device B, also in
view of the information regarding the kind of individuals that Device B has met 612. In some
embodiments, the score is then saved in Device A 614 to be used in the final score calculations, as
previously described.

Exemplary Methods

In some embodiments, an exemplary method of providing the order of treatments to a population
comprises:

1. Collecting relevant data regarding each individual in the population, according to predetermined
parameters.

2. Providing a superspreading score to each of the individuals according to a formula using the
predetermined parameters.

3. Ordering each individual according to his or her superspreading score from high to low.

4. Optionally dividing all individuals in groups according to their superspreading score.

In some embodiments, after the list is ready, optionally in groups:

5. Notifying the individuals with a location and a time to receive the treatments.

6. Treating the population according to their superspreading score, optionally by groups, where
individuals and/or groups hiving the higher scores will receive first the treatments. In some
embodiments of the invention, treatment is rather testing, as testing superspreaders may be a faster
and more effective way of detecting a resurging pandemic.
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Exemplary System

In some embodiments, the system comprises a computer network architecture optionally with machine
learning and/or other artificial intelligence tools to allow for the automated prioritization of treatments in
a pandemic event. In some embodiments, the system allows for prioritization of treatments using
information regarding subjects in a population, disease process and progression, number of available
treatment doses, and a plurality physical location attributes. In some embodiments, this potentially
enables relevant authorities to measure, predict and/or improve their health-related performance
during a pandemic. In some embodiments, this in turn enables relevant decision-making personnel
and healthcare providers to get a true quantitative sense of what is possible to achieve with any given
population of patients, in view of the parameters that define each individual and the population.

The following is an example of the workflow of a user experience with a system of the present
invention:

1. A user makes a request for an analysis and list generation report to the system.

2. The system uses an analytics module (A.M.) to analyze the information of the population (for
example, information as disclosed above).

3. The system automatically issues a request to a Database Module (DB.M) to provide all relevant
information and/or issues a request to external sources (see above) to provide the required
information and/or issues a request to a simulations module (S.M) to perform the necessary
simulations.

4. The analytics module (A.M.) collates the results into a unified analysis response, based on any
combination of the subjects in the population and factors and/or components data available. In some
embodiments of the invention, the A.M includes a ML module (optionally in the form of an analytic
system or a neural network) which is used to predict transmission and super-spreader potential of an
individual based on their past behavior. Optionally, an initial model is provided for such mapping.
Optionally, the ML module also receives actual infection information, for example, by automated
collection from medical records or from epidemiological studies (e.g., of some or all infected people)
and uses this information to update the model, for example, using a machine learning method as
known in the art, to generate a prediction of infectiveness (and/or superspreader potential) of an
individual given his contacts and the superspreader potential of similar individuals. In some
embodiments of the invention, statistical methods are used instead of or in addition to ML methods.
Optionally or additionally, what is created is a classifier, which classifies an individual as a potential
superspreader. Such a classifier can build a classification scheme given a set of individuals, each with
behaviors and actual infectiveness as determined, for example, using epidemiological studies and/or
contact tracking combined with disease detection in such tracked contacts. Such classifier may be
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used (or transmitted to individual devices to be used instead of and/or in addition to counting for
example as described herein) to generate a general score for an individual based on the classification
and optionally based on additional information, such as medical risk.

Optionally or additionally, the AM includes one or more optimization tools which given the various
inputs described herein and/or one or more goals, optimizes vaccine delivery and/or schedule to
achieve a better approach to the goal.

5. The analytics module (A.M.) serves the response back to the system, and transmits the list to the
user, and the list is now available to the relevant personnel. In some embodiments, this potentially
helps the relevant personnel to decide whom, when and where distribute the available doses to the
population.

Each and any of such modules may be implemented, for example, using a central server, a distributed
server and/or a cloud implementation.

In some embodiments, the system may automatically use the simulation models to select and apply a
predictive model for the preferred deployment of the doses (for example, the parameter may be
number of available doses or the higher number of individuals protected by the act of vaccination
and/or a total number of expected of deaths and/or time to reach a threshold where one or more
limitations on society may be removed). In some embodiments, the system may then predict the
performance of an underperforming vaccination result (if no changes are made to trend performance)
and predict the performance of the same treatment result if the requirements are met, and then
compare the before and after predicted performance to show the impact of meeting the requirements.
A report of the requirements and of the predicted impacts of meeting the requirements may then be
prepared by the system, and transmitted to the user.

FIG. 7 schematically illustrates components of an exemplary system comprising a computer network
architecture usable in some embodiments of the invention, comprising at least one optional server
702, an optional analytics module (A.M.) 704, an optional Database Module (DB.M) 706, and/or
optional access to various third-party databases and sources 708, and an optional simulations module
712.

In some embodiments, a user using a user device 710 accesses the at least one server 702. In some
embodiments, the user transmits a user request to the analytics module (A.M.) 704 for analysis of
data and the generation of a list 716. In some embodiments, analytics module (A.M.) 704 accesses
the Database Module (DB.M) 706 either directly and/or via the server 702. In some embodiments, the
analytics module (A.M.) 704 accesses through various identified third party and sources 708. In some
embodiments, data accessed from third-party databases and sources 708 may be analyzed and
stored in Database Module (DB.M) 706, thus supporting the simulations module 712, which performs
machine-learning prediction activities. In some embodiments, the analytics module (A.M.) 704 may
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also access data received from the simulations module 712 and previously stored in the Database
Module (DB.M) 706, thus benefiting from the machine learning and artificial intelligence of the
simulations module 712.

In some embodiments, the system optionally comprises a prediction module 714 with a prediction
generator and in communication with the simulation module 712 and with the database module 706.

Not shown is a vaccination management server, which is optionally a separate component of the
system or be a separate system. In some embodiments of the invention, this server is used to manage
distribution of vaccinations (e.g., locations and/or times) and/or tracking of subjects that requested
vaccination and/or received such vaccination. Optionally, this server manages the logistics of vaccine
distribution using the information form the system indicating which subjects are to be vaccinated and
in what order. In some embodiments of the invention, vaccinations are distributed based on population
density and the vaccination management server is used to track subjects receiving vaccinations to
ensure that they are not vaccinated out of turn, for example, by comparing prioritization data provided
by the devices against a record of prioritization intentions.

In some embodiments, the system allows automatic machine learning as new data sources are
added, and new data is collected, and the predictive algorithms are recalibrated and reselected using
the expanded, and hence more reliable, data. In some embodiments, this may potentially enable
users of the system to quickly realize the value of new data.

In some embodiments, the system utilizes machine learning, optionally incorporated in predictive
model algorithms to execute predictive analytical operations. Learning may be supervised or
unsupervised. In general, a predictive model analyzes historical data to identify patterns in the data.
The patterns identified may include relationships between various events, characteristics, or other
attributes of the data being analyzed. Modeling of such patterns may provide a predictive model
whereby predictions may be made. Development of predictive models may employ mathematical or
statistical modeling techniques such as curve fitting, smoothing, and regression analysis to fit or train
the data. Such techniques may be used to model the distribution and relationships of the variables,
e.g., how one or more events, characteristics, or circumstances (which may be referred to as
“independent variables” or “predictor variables”) relate to an event or outcome (which may be referred
to as a “dependent variable” or “response”).

In some embodiments, a machine learning process may include developing a predictive model. For
example, a dataset comprising observed data may be input into a modeling process for mapping of
the variables within the data. The mapped data may be used to develop a predictive model. The
machine learning process may also include utilizing the predictive model to make predictions
regarding a specified outcome that is a dependent variable with respect to the predictive model. The
machine may then be provided an input of one or more observed predictor variables upon which the
output or response is requested. By executing the machine-learning algorithm utilizing the input, the
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requested response may be generated and outputted. Thus, based on the presence or occurrence of
a known predictor variable, the machine-learning algorithm may be used to predict a related future
event or the probability of the future event.

It is noted that a most basic prediction may be used, e.g., behavior in past predicts behavior in future.
For example, if a person regularly meets 30 people a day for over 15 minutes each and within 2
meters and | a location that is closed (e.g., based on mapping data sources), it is assumed that may
continue. Similarly, if a person attends a church of 200 people once a week, that may be assumed to
continue. In addition, class behavior may be applied. For example, if the person is collage age, the
system may be programmed with an expectation of a certain number and/or expected dates and/or
expected probability of parties such a person might attend. Such information may also be generate by
statistically analyzing the behavior of others in that person' cohort.

In some embodiments, once the treatment order list 716 is ready, individual messages 718 are sent to
the specific individuals notifying them where and when they should go to be treated.

The architecture of the system may depend on the implementation. For example, if the system is
mainly anonymous, with scorings being generated on individual cellphones (or other devices), the
server may be used to generate information to be used by the cellphones and/or to collate results
generate vaccination prioritization plans and/or invite individuals to be vaccinated.

In such an example, the software of the electronic device may increase in relative importance. Such
device may include a memory (e.g., as noted herein) for storing actual IDs or partial IDs and/or counts
thereof. Optionally or additionally, such device includes an ID generator. Optionally or additionally,
such device includes communication software (e.g., addresses) for making an anonymous drop of
information and/or for receiving a general broadcast of information (e.g., from the server) and/or for
accessing an individual's EMR or other repository with relevant medical information. Optionally or
additionally, such a device includes a count analysis and/or other module that applies a classification
or scoring method for example, as described herein. Optionally or additionally, such a device includes
a sensor an associated software for detecting infection related information, for example, being
indoors, location, distance from other electronic devices, duration at such distance, coughing sounds
and/or video or still analysis to detect mask wearing. Optionally or additionally, such a device includes
a display and associated software for showing a vaccination invitation and/or a score. Optionally or
additionally, such a device includes an input (e.g., a camera) for receiving information form printed or
other screens, for example, a user's occupation or special dispensation. Optionally or additionally,
such device includes software, which generates behavior alerts to the user, for example, when the
user engages in riskier behavior.

Various embodiments and aspects of the present invention as delineated hereinabove and as claimed
in the claims section below find calculated support in the following examples.

EXAMPLE
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Reference is now made to the following prophetic examples, which together with the above
descriptions illustrate some embodiments of the invention in a non limiting fashion.

In the following example, three imaginary individuals (John Doe, Jane Smith and Mark Lite) will be
scored according to one or more exemplary factors and/or components, as disclosed above. It should
be understood that the following scenario is not limiting and it is only provided to enable a person
having skills in the art to implement the invention.

Background Information

John Doe
Jane Smith
Mark Lite
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Age (relative weight 1%)
30
35
33

Profession (relative
Teacher

Operator
Unemployed

weight 5%)

Known health conditions
None

Chronic coughing

None

(relative weight 4%)

Visits religious gathering
No
Yes
Yes

(relative weight 20%)

Weekly Mobility Data
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John Doe
Jane Smith
Mark Lite

Day 1

Total locations visited: 5
Total locations visited: 3
Total locations visited: 1
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Estimated potential
Estimated potential
Estimated potential

number of individuals
number of individuals
number of individuals

in contact with subject
in contact with subject
in contact with subject

on this day: 650
on this day: 150
on this day: 5

Day 2

Total locations visited: 6
Total locations visited: 4
Total locations visited: 1

Estimated potential
Estimated potential
Estimated potential

number of individuals
number of individuals
number of individuals

in contact with subject
in contact with subject
in contact with subject
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on this day: 750
on this day: 250
on this day: 5

Day 3

Total locations visited: 5
Total locations visited: 2
Total locations visited: 2

Estimated potential
Estimated potential
Estimated potential

number of individuals
number of individuals
number of individuals

in contact with subject
in contact with subject
in contact with subject

on this day: 650
on this day: 80
on this day: 30

Day 4

Total locations visited: 5
Total locations visited: 2
Total locations visited: 1

Estimated potential
Estimated potential
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Estimated potential

number of individuals
number of individuals
number of individuals

in contact with subject
in contact with subject
in contact with subject

on this day: 650
on this day: 80
on this day: 5

Day 5

Total locations visited: 5
Total locations visited: 3
Total locations visited: 2

Estimated potential
Estimated potential
Estimated potential

number of individuals
number of individuals
number of individuals

in contact with subject
in contact with subject
in contact with subject
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on this day: 650
on this day: 150
on this day: 30

Day 6

Total locations visited: 5
Total locations visited: 1
Total locations visited: 1

Estimated potential
Estimated potential
Estimated potential

number of individuals
number of individuals
number of individuals

in contact with subject
in contact with subject
in contact with subject

on this day: 650
on this day: 5
on this day: 5

Day 7

Total locations visited: 5
Total locations visited: 2
Total locations visited: 3

Estimated potential
(*visited Church)
(*visited stadium)
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number of individuals
Estimated potential
Estimated potential

in contact with subject
number of individuals
number of individuals

on this day: 650
in contact with subject
in contact with subject

on this day: 500

on this day: 500

Score
80
60
15

(relative

weight 70%)
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In view of the results of the Weekly mobility data alone, the order of the treatments will be John Doe,
Jane Smith and then Mark Lite.

The calculation of the overall score is:

criteria
John Doe
Jane Smith
Mark Lite

Age
1%
50

https://trea.com/information/methods-and-systems-of-prioritizing-treatments-vaccination-testing-andor-activit/patentgrant/e2dfec3c-d33d-44a...  184/198



08/12/2021 02:18 Methods and systems of prioritizing treatments, vaccination, testing and/or activities while protecting the privacy of individual...

50
50

Profession
5%

80

50

0

Known health conditions
4%

0

90

0

Visits religious gathering
20%

0

80

80

Mobility data
70%

80

60

15

weighted scores
100%

60.5

66.2

14.2
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As can be seen, when taking under consideration all the information data, the order of the treatments
will be Jane Smith, John Doe and then Mark Lite.

It should be understood that the above numeric examples are just examples to help a person having
skills in the art to understand the invention. It also should be understood that different weight values,
scores and methods of calculating a score could be used.

It is expected that during the life of a patent maturing from this application many relevant parameters
of scoring activity of individuals and methods of measuring said parameters will be developed; the
scope of the invention herein is intended to include all such new technologies a priori.

As used herein with reference to quantity or value, the term “about” means “within £20% of”.

” LT L TH

The terms “comprises”, “comprising”, “includes”, “including”, “has”, “having” and their conjugates mean
“‘including but not limited to”.

The term “consisting of” means “including and limited to”.

The term “consisting essentially of” means that the composition, method or structure may include
additional ingredients, steps and/or parts, but only if the additional ingredients, steps and/or parts do
not materially alter the basic and novel characteristics of the claimed composition, method or
structure.

As used herein, the singular forms “a”, “an” and “the” include plural references unless the context
clearly dictates otherwise. For example, the term “a compound” or “at least one compound” may
include a plurality of compounds, including mixtures thereof.

Throughout this application, embodiments of this invention may be presented with reference to a
range format. It should be understood that the description in range format is merely for convenience
and brevity and should not be construed as an inflexible limitation on the scope of the invention.
Accordingly, the description of a range should be considered to have specifically disclosed all the
possible subranges as well as individual numerical values within that range. For example, description
of a range such as “from 1 to 6” should be considered to have specifically disclosed subranges such
as “from 1 to 3”, “from 1 to 4”, “from 1 to 5”, “from 2 to 4”, “from 2 to 6”, “from 3 to 6”, etc.; as well as
individual numbers within that range, for example, 1, 2, 3, 4, 5, and 6. This applies regardless of the

breadth of the range.

Whenever a numerical range is indicated herein (for example “10-15”, “10 to 15”, or any pair of
numbers linked by these another such range indication), it is meant to include any number (fractional
or integral) within the indicated range limits, including the range limits, unless the context clearly
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dictates otherwise. The phrases “range/ranging/ranges between” a first indicate number and a second

” W ” o«

indicate number and “range/ranging/ranges from” a first indicate number “to”, “up to”, “until” or
“through” (or another such range-indicating term) a second indicate number are used herein
interchangeably and are meant to include the first and second indicated numbers and all the fractional

and integral numbers therebetween.

Unless otherwise indicated, numbers used herein and any number ranges based thereon are
approximations within the accuracy of reasonable measurement and rounding errors as understood by
persons skilled in the art.

It is appreciated that certain features of the invention, which are, for clarity, described in the context of
separate embodiments, may also be provided in combination in a single embodiment. Conversely,
various features of the invention, which are, for brevity, described in the context of a single
embodiment, may also be provided separately or in any suitable subcombination or as suitable in any
other described embodiment of the invention. Certain features described in the context of various
embodiments are not to be considered essential features of those embodiments, unless the
embodiment is inoperative without those elements.

It is the intent of the applicant(s) that all publications, patents and patent applications referred to in this
specification are to be incorporated in their entirety by reference into the specification, as if each
individual publication, patent or patent application was specifically and individually noted when
referenced that it is to be incorporated herein by reference. In addition, citation or identification of any
reference in this application shall not be construed as an admission that such reference is available as
prior art to the present invention. To the extent that section headings are used, they should not be
construed as necessarily limiting. In addition, any priority document(s) of this application is/are hereby
incorporated herein by reference in its/their entirety.

Claims

1. A method of prophylactically vaccinating a population having a plurality of subjects with a vaccine
against an epidemic infectious disease, said plurality of subjects each using a smart electronic device,
the method comprising: a. a. using an ID for each said smart electronic device for determining a
propensity of proximity of each said plurality of subjects; said determining a propensity of proximity
comprises: i. at a proximity event, when a particular said smart electronic device of a particular said
subject is in proximity of one or more other of said smart electronic devices, transmitting an ID or an
indication thereof to said one or more other smart electronic devices and receiving an ID or indication
thereof from said one or more other smart electronic devices, by said particular smart electronic
device;said proximity event being an event where said particular said subject could, if infected,
potentially infect other subjects with said infectious disease;ii. generating a score reflecting a
propensity for proximity, according to a plurality of received IDs; said propensity of proximity reflecting
a chance of infecting other subjects if said particular said subject becomes infected;b. generating for
each said plurality of subjects a prioritization of vaccination based on said score; said prioritization
being higher for subjects having a higher propensity of proximity; andc. prophylactically vaccinating
particular subjects of said plurality of subjects according to said prioritization.
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2. The method according to claim 1, wherein said using an ID comprises using an ID having fewer
than 100,000 potential values.

3. The method according to claim 2, wherein said using an ID comprises using a unique ID and also
using said ID as a portion of said unique ID.

4. The method according to claim 1, further comprising changing said ID periodically.

5. The method according to claim 1, further comprising using a second ID and transmitting said
second ID or indication thereof together with said ID.

6. The method according to claim 5, wherein said using a second ID is carried out only at a fraction of
said proximity events.

7. The method according to claim 6, wherein said using comprises using also second IDs previously
received from others of said electronic devices.

8. The method according to claim 6, comprising generating an indication of closeness of a population
met by said electronic device based on said received second IDs.

9. The method according to claim 1, wherein said score depends on an estimation of propensity of
proximity of said one or more other devices.

10. The method according to claim 1, wherein said generating said score comprises counting the
number of received IDs.

11. The method according to claim 10, wherein said counting comprises counting unique IDs.

12. The method according to claim 10, wherein said counting comprises counting IDs with a weighted
parameter, said weighted parameter is generated by analyzing said transmitted second IDs.

13. The method according to claim 1, wherein said generating for each said plurality of subjects a
prioritization of vaccination comprises transmitting said score to a server and generating said
prioritization on said server.

14. The method according to claim 13, wherein said generating said prioritization comprises
comparing scores by different ones of said electronic devices.

15. The method according to claim 1, wherein said generating for each said plurality of subjects a
prioritization of vaccination comprises generating said prioritization on said particular electronic
device.

16. The method according to claim 15, wherein said generating said prioritization comprises receiving
from a server a list or a function indication prioritization according to score.

17. The method according to claim 1, comprising displaying prophylactically vaccinating instructions
on said particular electronic device based on said generated prioritization.

18. The method of claim 1, wherein said epidemic infectious disease comprises a corona virus and
wherein said prophylactically vaccinating comprises a vaccination for said epidemic infectious disease
and wherein said prioritization is used to select subjects at greater risk of transmitting said epidemic
infectious disease during a pandemic to be vaccinated sooner than subjects less likely to transmit said
epidemic infectious disease.

19. The method of claim 1, wherein said ID is an anonymous ID.

20. The method of claim 1, wherein said (a) and (b) do not comprise providing information regarding a
status related to said infectious disease in said subjects.

21. The method of claim 1, wherein information about said prioritization of vaccination is not
transmitted outside said particular electronic device.
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22. The method of claim 1, wherein information about said proximity event is not transmitted outside
said smart electronic device or said one or more other smart electronic devices.

23. A system for selecting subjects for prophylactically vaccinating a population having a plurality of
said subjects with a vaccine against an epidemic infectious disease, comprising: a. a plurality of smart
electronic devices configured to be carried around by said subjects and configured with instructions to:
i. using an ID for each said smart electronic device for determining a propensity of proximity of each
said plurality of subjects; said determining a propensity of proximity comprises: at a proximity event,
when in proximity of another such smart electronic device, transmitting an ID or an indication thereof
to said another smart electronic device and receive an ID or indication thereof from said another smart
electronic device; said proximity event being an event where a particular said subject could, if infected,
potentially infect other subjects with said infectious disease;generating a score reflecting a propensity
for proximity, according to a plurality of such received IDs; said propensity of proximity reflecting a
chance of infecting other subjects if said particular said subject becomes infected;receiving
information from a server;displaying relevant prophylactically vaccinating instructions to said subjects
based on said received information;b. at least one server comprising a memory and a plurality of
modules; said memory comprising instructions for: ii. sending to said plurality of smart electronic
devices information usable by a circuitry in said plurality of smart electronic devices to display said
relevant prophylactically vaccinating instructions.

24. The system according to claim 23, wherein said information comprises one or more of subject
specific information.

25. The system according to claim 23, wherein said information comprises general information usable
by a plurality of subjects and devices thereof.

26. The system according to claim 25, wherein said server is configured with instructions to receive
scores for a plurality of said electronic devices and use said received scores to generate said general
information, said electronic devices configured to use said general information to determine a relative
treatment priority for their respective subjects.

27. The system according to claim 23, wherein said smart electronic devices comprise a proximity-
detecting module using one or more of: a. physical proximity data received by means of electronic
positioning data of said subject;b. a distance indicating sensor which indicates physical proximity of
the location of a device in relation to the location of said another device; andc. historical location data.

28. The system according to claim 23, wherein said at least one server or said smart electronic
devices comprise instructions to determine a prophylactically vaccination prioritization based on said
propensity for proximity.

29. The system according to claim 27, wherein determine a treatment prioritization further comprises
one or more of: a. generating a score component based on a nature of a location where said physical
proximity data is related;b. generating a score component comprising health data of the subject of one
or both smart electronic devices;c. generating a score component comprising a profession of the
subject of one or both smart electronic devices;d. generating a score component reflecting relative
health risk to said subject if said subject contracts said epidemic infectious disease; ande. generating
a score component reflecting damage to society if said subject contracts said epidemic infectious
disease.

30. The system according to claim 27, wherein when said physical proximity data is related to a
location that is either indoors or in a closed space, then said score of said subject of transmitting said
epidemic infectious disease increases by a factor of between about 10 times to about 100 times.
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31. The system according to claim 23, further comprising a prophylactic vaccination server which
allocates prophylactic vaccinations for a corona virus according to said prophylactically vaccinating
instructions.

32. The system according to claim 31, wherein said server comprises a simulation module configured
to perform one or both of: (a) predict the effect of vaccination on disease spread;(b) predict the effect
of an ID transmission probability on distinguishing between subjects who contact mainly subjects in a
same subpopulation.

33. The system of claim 23, wherein said smart electronic devices are configured to transmit a second
ID and previously received second IDs, at a probability of less than 10% and using said received
second IDs to generate said score.

34. The system of claim 23, wherein said transmitted ID is a non-unique ID having fewer possible
values than 10% of the number of said devices.

35. The system of claim 23, wherein said ID is an anonymous ID.

36. The system of claim 23, wherein said plurality of smart electronic devices do not comprise
information regarding a status related to said infectious disease in said subjects.

37. The system according to claim 23, wherein information about said prophylactically vaccinating
instructions is not transmitted outside a particular smart electronic device.
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